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EXECUTIVE SUMMARY 
 
The Metro-Boston Homeland Security Region (MBHSR) Communications Interoperability 5-
Year Strategic Plan represents a large step forward towards an increased level of prevention, 
protection, preparedness, response and recovery for the Metro-Boston region. This strategic 
plan describes the governance, procedures, technology, and exercises that the MBHSR can 
use to enhance public safety interoperable communications capabilities during response to 
emergency incidents.  
 
The strategic plan includes a vision, mission, goals, and associated initiatives. The goals and 
initiatives address current shortcomings in regional communications interoperability in the 
MBHSR and detail a course of action that the MBHSR can take to close gaps and realize their 
shared vision for regional interoperable communications.  
 

The vision for MBHSR communications interoperability is to ensure that MBHSR first 
responders have the ability to share data and communicate at optimal efficiency, in real 
time, across jurisdictions and disciplines, enabling more effective response during day-
to-day emergency operations and major emergency situations, above and below ground, 
in the buildings, streets, tunnels, and subways throughout the region. 
 

The mission of MBHSR communications interoperability project is to improve regional 
communications interoperability among first responder agencies and improve the 
efficiency and effectiveness of the region’s overall response capabilities. 

 

The vision and mission are supported by the following strategic goals and initiatives: 
 
GOALS INITIATIVES 

 
Goal #1: 1A Set minimum system and subscriber standards for new 

equipment 

1B  Develop standard regional channel plans 

1C  Establish minimum communications capability standards 
for command and control centers 

1D  
Create a process for developing Standard Operating 
Procedures (SOPs) and Memoranda of Understanding 
(MOUs) and apply to current and future capabilities 

Establish Standards 

1E  Develop procedures to maintain the MBHSR 
Communications Interoperability Data Warehouse 

 
Goal #2: 2A  Bring all MBHSR R/F equipment to a minimum level of 

capability and supportability 

2B  Promote infrastructure sharing and establish/improve 
system redundancy, survivability, and sustainability 

2C  Obtain additional radio spectrum 

Improve Performance, Capacity, 
and Redundancy in Existing 
Communications Systems 

2D  Build out existing mutual aid systems for enhanced in-
street coverage and provide additional capacity 
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Continued 
GOALS INITIATIVES 

 
Goal #3: 3A  Address lack of interoperability between VHF fire 

departments and other stakeholders 

3B  Procure stand alone quick-hit equipment to improve 
interoperability in the near term 

Create New Communications 
Interoperability Capabilities 
Across MBHSR 3C  Develop MBHSR/UASI multi-band channels 

 
Goal #4: 4A  Provide MBHSR with 3G mobile wireless data capability 

and applications 

Improve Wireless Data 
Capabilities 4B  Establish regional notification mechanism through 

leveraging existing capabilities 

 
Goal #5: 

Implement a Communications 
Exercise Program 

5A  Incorporate communications interoperability into future 
MBHSR exercises 

 
Goal #6: 

Coordinate with Other Activities 
Having Implications on 
Communications Interoperability 

 No specific initiatives associated with this goal 

 
 

The implementation of this strategic plan has four results: 
 

1. Increased ability to use radio and data interoperability capabilities 
2. Necessary training and understanding of procedures to coordinate an effective response 

to both inter-agency/jurisdiction and multi-agency/jurisdiction incidents 
3. Necessary voice and data communications equipment for each jurisdiction to respond to 

a major critical multi-jurisdiction or multi-discipline event 
4. Improved prevention, protection, preparedness, response, and recovery 

 
The creation of this strategic plan was led by the Boston Mayor’s Office of Homeland Security 
(MOHS) as part of the Office for Domestic Preparedness’ (ODP) Urban Area Security Initiative 
(UASI) and the Homeland Security Grant Program (HSGP) managed by the Commonwealth of 
Massachusetts. This strategic plan complies with state and federal guidelines.  
 
To create the strategic plan, the MOHS formed a subcommittee comprised of the following 21 
organizations from the MBHSR public safety community.  
 

1. Boston Police Department 
2. Brookline Police Department 
3. Cambridge Police Department 
4. Cambridge Fire Department 
5. Cambridge Public Safety Communications 
6. Chelsea Police Department 
7. Chelsea Fire Department 
8. Everett Police Department 



Executive Summary 
 

9. Revere Fire Department 
10. Revere Emergency Management 
11. Quincy Emergency Management 
12. Somerville Fire Department 
13. Somerville Public Safety Communications 
14. Winthrop Fire Department 
15. Greater Boston Police Council 
16. Boston Central Medical Emergency Direction  
17. MetroFire 
18. Massachusetts Executive Office of Public Safety 
19. Massachusetts Port Authority 
20. Massachusetts Bay Transportation Authority 
21. Boston Mayor’s Office of Homeland Security 

 
The MOHS took a regional approach to address this highly-complex problem. In addition to 
these key contributors, other stakeholders in the region were engaged in a process to help 
identify the current state of communications interoperability and the desired future state. Input 
was gathered from operational and technical assessments, working group meetings, interviews 
with jurisdiction executives and managers, and discipline focus groups that included Law 
Enforcement, Fire Service, EMS, and Dispatch.  
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Introduction 
 

INTRODUCTION:  PURPOSE AND BACKGROUND 

Purpose  
This strategic plan describes the governance, procedures, technology, and exercises that the 
Metro-Boston Homeland Security Region (MBHSR) can use to enhance interoperable 
communications capabilities during response to emergency incidents. The creation of this 
strategic plan was led by the Boston Mayor’s Office of Homeland Security (MOHS) as part of 
the Office for Domestic Preparedness’ (ODP) Urban Area Security Initiative (UASI), and the 
Homeland Security Grant Program (HSGP) managed by the Commonwealth of Massachusetts. 
This strategic plan complies with state and federal guidelines and includes six goals that 
address the current shortcomings in regional communications interoperability in the MBHSR. 
Each goal has associated initiatives. The initiatives detail courses of action that MBHSR 
jurisdictions can take to close current gaps and realize their shared vision for regional 
interoperable communications.  

Plan of Document   
This document has two sections:   
 

Section I:  The Strategic Planning Process provides a comprehensive overview of the 
process by which MBHSR created the Communications Interoperability 5-Year Strategic 
Plan.  
 
Section II:  The Communications Interoperability 5-Year Strategic Plan covers the 
benefits, outcomes and rationale of the strategic plan. Section II also describes six goals 
and associated initiatives, citing benefits, outcomes, constraints, risks, dependencies, 
implementation steps, estimated timelines, costs, and complexities.  
 

Terms and Definitions  
For the Introduction and Section I, the following terms are defined: 

 
Communications Interoperability is the ability of public safety agencies to talk across 
disciplines and jurisdictions using radio communications systems, exchanging voice and 
data on demand, in real time, when needed, and as authorized.  
 
First Responders (or responders) refers to field emergency response personnel in the 
law enforcement, fire service, and emergency medical services disciplines. 
 
Homeland Security Grant Program (HSGP) facilitates the organization, coordination, 
and management of state and local homeland security funding and prevention, 
preparedness, and response efforts across the nation, and helps ensure that all 
available federal homeland security funding is leveraged for maximum impact. 
 
Jurisdiction Points of Contact (JPOC) serve as the primary homeland security point of 
contact for each jurisdiction in MBHSR, and provide oversight for all disciplines within 
their jurisdiction.  
 
Mayor’s Office of Homeland Security (MOHS) coordinates the inter-disciplinary efforts 
of City of Boston Departments and those of neighboring towns and cities in MBHSR to 
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effectively prevent, protect, prepare for, respond to, and recover from incidents of 
terrorism. 

 
MBHSR Communications Interoperability Subcommittee (CIS) addresses public 
safety communications interoperability issues in MBHSR. Its members include 
practitioners from law enforcement, fire service, and emergency medical services (EMS). 
In addition, state representation included the Massachusetts State Police (MSP), the 
Massachusetts Port Authority (Massport) and the Massachusetts Bay Transportation 
Authority (MBTA). Regional representation includes the Greater Boston Police Council 
which governs the Boston Area Police Emergency Radio Network (BAPERN); MetroFire, 
a regional fire service mutual aid network; and the Boston Central Medical Emergency 
Direction (CMED), a regional ambulance-to-hospital communication system.  
 
Memorandums of Understanding (MOUs) are agreements between agencies, defining 
responsibilities.  
 
Metro-Boston Homeland Security Region (MBHSR) includes nine jurisdictions:  
Boston, Brookline, Cambridge, Chelsea, Everett, Quincy, Revere, Somerville, and 
Winthrop. (www.mbhsr.org) 
 
Mutual Aid is an agreement among agencies to provide assistance to one another to 
most effectively respond to an emergency incident. 
 
National Incident Management System (NIMS) is a National framework for incident 
management developed by the U.S. Department of Homeland Security. NIMS integrates 
effective emergency preparedness and response practices into a comprehensive 
framework that enables responders at all levels to work together more effectively to 
manage domestic incidents regardless of cause, size, or complexity. 
(www.fema.gov/nims/) 
 
Office for Domestic Preparedness (ODP) is a component of the U.S. Department of 
Homeland Security's Office of State and Local Government Coordination and 
Preparedness (SLGCP). SLGCP is the federal government's lead agency responsible for 
preparing the nation against terrorism by assisting states, local and tribal jurisdictions, 
and regional authorities as they prevent, deter, and respond to terrorist acts. 
(www.ojp.usdoj.gov/odp) 
 
SAFECOM is the U.S. Department of Homeland Security umbrella program to help local, 
state, tribal, and federal public safety agencies improve public safety response through 
more effective and efficient interoperable wireless communications. 
(www.safecomprogram.gov) 
 
Standard Operating Procedures (SOPs) are formal written guidelines or instructions 
for incident responses that typically have both operational and technical components.  
 
Tactical Interoperable Communications Plan (TICP) is a requirement of the U.S. 
Department of Homeland Security to ensure that regions receiving federal funding for 
communications interoperability have both the ability to achieve tactical interoperable 
communications across jurisdictions and to test the plan through exercises. 
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Urban Area Security Initiative (UASI) is a U.S. Department of Homeland Security 
program that provides financial assistance to address the planning, equipment, training, 
and exercise needs of high risk urban areas. UASI assists high threat regions  in building 
an enhanced and sustainable capacity to prevent, protect, prepare for, respond to, and 
recover from threats or acts of terrorism. 

Background 
Many police officers, firefighters and emergency medical service personnel – even those 
working in the same jurisdiction –cannot communicate effectively in emergency situations. 
Historically, agencies and jurisdictions nationwide have acted separately in purchasing 
communications equipment, creating SOPs and conducting communications training, without 
regard for the need to coordinate communications systems. This inability to communicate is 
largely due to incompatible and aging communications equipment, and limited and fragmented 
funding that results in the inability of jurisdictions and public safety agencies to plan and 
collaborate effectively.  
 
Like many other regions, MBHSR jurisdictions and agencies planned and purchased 
communications systems separately. As a result, MBHSR public safety agencies do not have 
optimal communications in the event of an emergency incident. The inability of public safety 
officials to readily communicate with one another may result in the unnecessary loss of life and 
property. 
 
In the aftermath of 9/11, the federal government created the Urban Areas Security Initiative 
(UASI) and the Homeland Security Grant Program (HSGP) to assist state and local 
governments in enhancing preparedness, response, and overall security. An important element 
of these programs is to enhance regional interoperable communications among first responders.  

The Metro-Boston UASI Region 
The U.S. Department of Homeland Security designated Boston a high-threat urban area in July 
2003 as part of the UASI grant program. As the core city, Boston oversaw the delineation of the 
region, and created the MOHS to integrate and manage all homeland security activities.  
The UASI region was subsequently named MBHSR and consists of nine jurisdictions: Boston, 
Brookline, Cambridge, Chelsea, Everett, Quincy, Revere, Somerville, and Winthrop. A map of 
MBHSR follows. 
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Figure 1: Metro-Boston Homeland Security Region 

Metro-Boston Homeland 
Security Region

 

The Mayor’s Office of Homeland Security (MOHS) 
The mission of the MOHS is to enhance the region’s capacity to prevent, protect, prepare for, 
respond to, and recover from chemical, biological, radiological, nuclear and explosive attacks. 
To succeed, the MOHS works with neighboring communities and regional stakeholders to 
effectively leverage the region’s homeland security resources.  
 
The MOHS Director coordinates regional homeland security initiatives and activities with 
surrounding communities through the Jurisdiction Point of Contact (JPOC) for each of the 
jurisdictions in the MBHSR. JPOCs serve as the primary point of contact for the jurisdiction, 
including oversight of all disciplines and activities on behalf of the jurisdiction’s Chief Executive 
Officer, such as the Mayor, City Manager, or Town Administrator. 
 
The MOHS currently works on 14 major homeland security projects in the region, one of which 
is interoperable communications. Each project requires unprecedented coordination. 

Interoperable Communications Vision and Mission 
The vision and mission for MBHSR communications interoperability supports the MOHS mission 
by enhancing the region’s capacity to prevent, protect, prepare for, respond to, and recover from 
chemical, biological, radiological, nuclear and explosive attacks. The vision and mission of 
MBHSR communications interoperability follow:  
 

Vision:  MBHSR first responders have the ability to share data and communicate at 
optimal efficiency, in real time, across jurisdictions and disciplines, enabling more 
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effective response during day-to-day emergency operations and major emergency 
situations, above and below ground, in the buildings, streets, tunnels, and subways 
throughout the region. 
 
Mission:  Improve regional communications interoperability among first responder 
agencies and improve the efficiency and effectiveness of the region’s overall response 
capabilities. 

Communications Interoperability 5-Year Strategic Plan Scope 
The MOHS earmarked approximately $2 Million in the Federal Fiscal Year (FFY) 2004 HSGP 
budget and $5 Million in the FFY2005 HSGP budget toward interoperability solutions. The 
MBHSR Communications Interoperability Subcommittee (CIS), discussed later in Section I, 
selected the initiatives in this document for implementation considering priority and available 
funding. Although funding was a constraint in selecting initiatives, the interoperability budget 
remains flexible within the MOHS’ overall budget for homeland security projects. For example, 
interoperability initiatives overlap with other MOHS projects such as equipment procurement 
and training, which offers Communications Interoperability a chance to supplement funding for 
initiatives that include equipment purchases or training. In addition, the MOHS anticipates 
additional funding for FFY2006; therefore, some longer term goals and initiatives in the strategic 
plan may require multiple funding sources. 
 
Figure 2 outlines the scope of this strategic plan. This strategic plan builds upon and augments 
communications interoperability capabilities for voice, data, day to day, intra/inter jurisdiction, 
and planned and unplanned events. 
 

Figure 2:  MBHSR Communications Interoperability Scope 
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This strategic plan directly impacts law enforcement, fire service, EMS, dispatch, and command 
and tactical operations from each of the nine jurisdictions in MBHSR. It also impacts regional 
mutual aid organizations such as MetroFire, that governs a set of regional fire service mutual 
aid channels and the Greater Boston Police Council that governs the Boston Area Police 
Emergency Radio Network (BAPERN). Agencies that operate across the state and have a large 
presence in the region are impacted by this strategic plan as well. These include the 
Massachusetts Bay Transportation Authority (MBTA), the Massachusetts State Police, and the 
Massachusetts Port Authority (Massport).  
 
Other agencies consulted during development of the strategic plan were the Commonwealth of 
Massachusetts Executive Office of Public Safety (EOPS), and the Northeast and Southeast 
Massachusetts Homeland Security Regions.  

Sources and Methods of Data Collection 
Sources of data include local, regional, state, and federal (including the U.S. Department of 
Homeland Security) documentation specific to the current state of communications 
interoperability in Massachusetts and the MBHSR, as well as guidelines, emerging technology 
and key communications interoperability projects underway.  
 
Methods included interviews, facilitated meetings, and focus groups with members of the CIS 
and other public safety practitioners who possess operational, technical, geographical, and 
discipline-specific expertise. Their expertise was crucial in development of the strategic plan.  

Data Availability  
This strategic plan does not specifically address stakeholders such as emergency management, 
public health, health care, public works, and jurisdiction executives. Although these 
stakeholders indirectly benefit from this strategic plan, future strategic planning phases will more 
specifically address their concerns.  
 
The assessment survey had some minor gaps in data. Jurisdictions and agencies completed 
the assessment survey to different degrees. However, the CIS decided that the available data 
was sufficient for making strategic decisions.  
 
A final gap in data is the degree that scope, timelines, and costs associated with strategic 
initiatives are known. Many of these details will not be fully understood until implementation. As 
details become more apparent through implementation plans, final decisions about prioritization 
and scope can take place. These decisions are also affected by the uncertainty of future federal 
and other funding beyond FFY2005. 

Federal Requirements 
This strategic plan complies with all UASI and HSGP requirements as they relate to 
interoperable communications and addresses the requirements of the Tactical Interoperable 
Communications Plan (TICP) and the National Incident Management System (NIMS). According 
to ODP’s State and Urban Area Homeland Security Strategy: Guidance on Aligning Strategies 
with the National Preparedness Goal released July 25, 2005, this strategic plan addresses the 
national priority of strengthening interoperable communications capabilities and incorporates the 
SAFECOM Communications Interoperability Continuum. This strategic plan’s compliance with 
the SAFECOM Communications Interoperability Continuum is described in Section I.  
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Homeland Security Grant Program (HSGP) 
The FFY2005 HSGP combines six grants programs, including UASI, to better facilitate 
the organization, coordination, and management of state and local homeland security 
funding and prevention, preparedness, and response efforts across the nation. The 
requirements help ensure that all available federal homeland security funding is 
leveraged for maximum impact. Specifically, the goals and initiatives of this strategic 
plan meet the following allowable expenses set forth in the HSGP: 
 
• Allowable Planning Costs: 

o plans and protocols 
o assessments 
o overtime and backfill costs 

• Authorized Equipment Costs: 
o information technology 
o interoperable communications equipment 

• Allowable Training-Related Costs 
o overtime and backfill costs 
o contractors and consultants 

 
HSGP requirements specify compliance with SAFECOM developed grant guidance for 
communications interoperability plans and projects. This strategic plan complies with the 
SAFECOM grant guidance by addressing the planning of systems, the building, 
upgrading, enhancing, replacing, and maintaining of systems and equipment, the 
training of public safety staff, and the management of projects in the field of public safety 
communications. 

 
NIMS Compliance 
Although NIMS involves the coordination of all public safety response activities, certain 
aspects are fundamental to improved communications interoperability. This strategic 
plan complements ongoing MBSHR NIMS activities by incorporating NIMS principles 
and policies where appropriate such as operational plans and procedures and training 
and exercises. 
 
Tactical Interoperable Communications Plan (TICP) Recommendations 
This strategic plan aligns with HSGP requirements to create a plan to achieve tactical 
interoperable communications across jurisdictions in the region and test the plan through 
exercise activity. Specifically, Goals 1, 2 and 5 in Section II address TICP requirements. 

Responsible Parties for Implementation 
As part of its overall homeland security strategy, the MOHS, with the support of MBHSR jurisdictions, is 
responsible for implementation of this strategic plan. Other responsible parties include the Chair and Vice 
Chair of the MBHSR CIS. The MOHS/MBHSR ensures that this strategic plan complies with federal 
requirements and that implementation steps outlined in the initiative descriptions in Section II are followed 
– either by the MOHS/MBHSR or a designated responsible party with expertise required for completing 
each initiative. In addition, MOHS/MBHSR coordinates implementation with the Commonwealth of 
Massachusetts Statewide Interoperability Committee.  

Stakeholders 
The stakeholders of this strategic plan are public safety practitioners and the general public in 
MBHSR, the Commonwealth of Massachusetts, and the federal government. 
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Section I:  The Strategic Planning Process 
 

SECTION I:  THE STRATEGIC PLANNING PROCESS 

Section I Purpose 
Section I provides a comprehensive overview of the process that the MOHS and the MBHSR 
CIS used to develop the strategic plan. This process has four planning phases and an 
implementation phase:  
 
• Phase 1:  Establish Key Relationships and MBHSR Governance Structure 
• Phase 2:  Identify MBHSR Current State and Desired Future State of Communications 

Interoperability 
• Phase 3:  Analyze Data 
• Phase 4:  Develop Strategic Plan 
• Phase 5:  Implement Strategic Plan 
 
As shown in Figure 3, the governance structure established in Phase I is overarching 
throughout each phase of strategic planning. A strong governance structure provides the 
coordination and direction necessary to plan effectively and is the foundation for a successful 
strategic planning process and successful implementation.  
 

Figure 3:  The Strategic Planning Process 
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The Strategic Planning Approach
The strategic planning approach was practitioner-driven, ensured consensus, focused on 
regional thinking, and addressed all elements of communications interoperability. As shown in 
Figure 3, the strategic planning approach was employed throughout the four strategic planning 
phases.  

Practitioner-Driven  
The CIS developed the strategic plan using a practitioner-driven approach to build 
consensus, strengthen leadership, and forge alliances among MBHSR stakeholders. 
MBHSR first responders who provided input during CIS meetings, working group 
sessions, and stakeholder focus groups drove the analysis used to create the strategic 
plan. In particular, their knowledge of public safety communications interoperability 
requirements and solutions provided innovative and actionable initiatives to progress 
toward the future state. 

Ensuring Consensus 
CIS meetings, working group sessions, and focus groups ensured that all stakeholders 
had a voice in the room by using a consensus building process and by taking notes in 
real time using shared display. The result provided data that answered fundamental 
questions about what to include in the strategic plan. Each stakeholder agreed to use 
the following three criteria for group decisions:    

 
• The process was explicit, rational, and fair. 
• They were treated well, and their inputs were heard. 
• They can live with the outcomes. 

Focus on Regional Thinking vs. Agency/Jurisdiction: “Big Hat vs. Little Hat” 
Another critical element of the process was first responders’ ability to think regionally 
during strategic planning sessions. The introduction to each CIS meeting, working group 
meeting, and focus group session reminded stakeholders to think in terms of “Big Hat vs. 
Little Hat”. Each stakeholder represented a discipline from a different jurisdiction and 
found regional solutions to communications interoperability gaps. The approach of 
regional collaboration follows the guidance in ODP’s State and Urban Area Homeland 
Security Strategy: Guidance on Aligning Strategies with the National Preparedness Goal 
released July 25, 2005, to expand regional collaboration.  

Addressing All Elements of Communications Interoperability 
The SAFECOM Communications Interoperability Continuum is a tool designed to help 
the public safety community address five critical elements of success as they plan and 
implement interoperability solutions. Making progress in all five elements of 
interoperability is essential. This strategic plan follows ODP guidance for 
communications interoperability in the National Preparedness Goal by aligning MBHSR 
goals and initiatives with each of the five elements of the SAFECOM Communications 
Interoperability Continuum shown in Figure 4.  

 

MBHSR Communications Interoperability 
5-Year Strategic Plan 

10 



Section I:  The Strategic Planning Process 
 

Figure 4:  SAFECOM Interoperability Continuum 
 

 
 
SAFECOM defines each of the elements of the continuum as: 

 
1. Governance – A common governing structure for solving interoperability issues that 

works to improve the policies, processes, and procedures of any major project by: 
• Enhancing communication, coordination, and cooperation 
• Establishing guidelines and principles 
• Reducing internal jurisdiction conflicts 
 

2. SOPs and MOUs – SOPs are formal written guidelines or instructions for incident 
responses that typically have both operational and technical components. MOUs are 
agreements between agencies, defining responsibilities.  
 

3. Technology – Technology depends on existing infrastructure within a region. 
Examples of technology that can provide interoperability solutions include swapping 
radios, gateways, shared channels, and shared systems. Although technology is a 
critical tool for improving interoperability, technology is not the sole driver of an 
optimal solution. Success in the other elements of the continuum is essential to 
proper implementation.  
 

4. Training and Exercises – Proper training and regular exercises are critical to the 
implementation and maintenance of successful interoperability solutions. 
 

5. Usage – As first responders increasingly incorporate communications interoperability 
capabilities into their daily routines, they are better prepared to use these tools 
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during major critical events. Lessons learned during planned events eventually lead 
to seamless communications during critical as well as day-to-day events. 

PHASE 1:  Establish Key Relationships and MBHSR Communications Interoperability 
Governance Structure 

Background  
MOHS strives to create a long lasting, effective governance structure for 
communications interoperability. Effective governance enables improvement of the 
policies, processes, and procedures of regional efforts by enhancing communication, 
coordination, and cooperation; establishing guidelines and principles; and mitigating and 
resolving jurisdiction conflicts. MOHS examined other working governance structures 
around the Nation. They gathered information from the Los Angeles Regional Tactical 
Communications System (LARTCS) and the Metropolitan Washington Council of 
Governments (MWCOG) Police and Fire Communications Subcommittees. Information 
compiled during these interviews included best practices on achieving stakeholder buy-
in, selecting committee leadership, maintaining political and stakeholder commitment, 
and group decision making processes. 

 
After communicating best practices to JPOCs, the MOHS and JPOCs decided that 
representatives from the nine jurisdictions within the disciplines of Law Enforcement, 
Fire Service, and EMS would meet regularly to coordinate interoperability planning. A 
JPOC from each MBHSR community nominated personnel to represent their jurisdiction 
on a regional Communications Interoperability Subcommittee (CIS).  
 
As shown in Figure 5, the MBHSR governance structure for communications 
interoperability consists of four entities:  Oversight, Executive Committee, the CIS, and 
CIS working groups. Each sub-group in the governance structure provides 
recommendations to the higher level groups and each of the higher level groups weighs 
the recommendations and provides approval and guidance to lower lever groups.  
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Figure 5:  The MBHSR Communications Interoperability Governance Structure 

 

Oversight 
The MOHS and the Massachusetts Statewide Communications Interoperability 
Committee acted as oversight bodies during development of this strategic plan. 
Members of the MOHS and Massachusetts Statewide Communications Interoperability 
Committee participated in CIS meetings and provided necessary guidance. The MOHS 
and the Massachusetts Statewide Communications Interoperability Committee will 
approve this strategic plan.  

Executive Committee 
The Executive Committee consists of nine JPOCs from each MBHSR jurisdiction. This 
committee provides guidance to the CIS and other MBHSR homeland security 
subcommittees. In addition, this committee approves decisions and recommendations 
made by the CIS.   

Communications Interoperability Subcommittee (CIS)   
The CIS is a planning subcommittee and provides recommendations to the JPOCs on 
matters relating to communications interoperability in the MBHSR. CIS representation 
includes the law enforcement, fire service and EMS disciplines from the nine MBHSR 
jurisdictions. In addition, state representation included the Massachusetts State Police 
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(MSP), the Massachusetts Port Authority (Massport) and the Massachusetts Bay 
Transportation Authority (MBTA). Regional representation includes the Greater Boston 
Police Council which governs the Boston Area Police Emergency Radio Network 
(BAPERN); MetroFire, a regional fire service mutual aid network; and the Boston Central 
Medical Emergency Direction (CMED), a regional ambulance-to-hospital communication 
system.  

CIS Working Groups 
During the strategic planning process, the CIS established two working groups: one for 
Radio Frequency (R/F) and one for Data. CIS members staffed working groups. They 
met often to discuss emerging issues and provide the CIS research and 
recommendations. CIS working groups helped to develop the initiatives as explained in 
Phase 3.  

 

PHASE 2:  Identify MBHSR Current State and Desired Future State of Communications 
Interoperability  
As shown in Figure 6, the collection of data from four sources (the strategic framework, 
stakeholder focus groups, and operational and technical assessment surveys) helped identify 
the MBHSR current state, desired future state and gaps for communications interoperability.  

 
Figure 6:  Current State and Future State 
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Develop Strategic Framework
 

This strategic plan is the bridge between the MBHSR’s current state and its vision. To 
develop a successful strategic plan, the CIS needed to understand and articulate where 
the organization is (current state), where it wants to go (future state), why it must make a 
shift (case for change) and what things make that shift difficult (barriers).  
 
As shown in Figure 7, after the governance structure was established, the CIS, through 
discussion and consensus, developed each section of this framework:  the current state, 
future state, case for change and barriers.  

 
Figure 7:  MBHSR CIS Strategic Framework 

 

 
 
This initial framework provided the foundation for the strategic planning process and 
served as a basis for identifying high-level goals and short and long-term initiatives. 
Current state and future state data aligned with the five critical elements of success in 
the SAFECOM Communications Interoperability Continuum.  

Facilitate Stakeholder Focus Groups 
The MOHS held four stakeholder focus group workshops with public safety practitioners 
from law enforcement, fire service, EMS, and dispatch to provide feedback on the 
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strategic framework and recommend initiatives for consideration by the CIS. The focus 
groups discussed on communications interoperability within a discipline across-
jurisdiction lines. The focus groups validated and supplemented much of the strategic 
framework developed by the CIS.  

Complete Technical Assessment Survey 
The technical assessment process began with the MBHSR CIS, who chartered a 
working group to prepare a survey. Questions in the survey captured information about 
existing radio systems and capabilities, existing approaches to achieving interoperability, 
and interoperability requirements.  

The survey went to appropriate points of contact within each jurisdiction and to the 
Massachusetts State Police, Massport, Massachusetts Bay Transportation Authority, 
and representatives of BAPERN, MetroFire, and CMED. 

Complete Operational Assessment Survey  
The operational assessment process began with the CIS creation of a survey that 
captured information on capabilities in the region other than technology, such as 
governance, SOPs, training, usage, and lessons learned from the Democratic National 
Convention (DNC). In addition to the survey, operational information was gathered 
through a series of interviews with the Jurisdiction Points of Contact (JPOC) and other 
public safety officials in the MBHSR. The operational assessment process also included 
review of preliminary after action notes from the Operation ATLAS Communications 
Interoperability Tabletop Exercise. 

PHASE 3:  Analyze Data 
As shown in Figure 8, data collected from the strategic framework, stakeholder focus 
groups, and assessment surveys was analyzed to identify current state gaps in 
communications interoperability. More than 30 initiatives were developed to address 
these gaps and the estimated cost, timeframe, impact, benefit, technical complexity, 
issues, and risks of each initiative was analyzed.  
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Figure 8:  Analysis of Data 

 

Technical Assessment Survey Analysis 
The analysis of all technical assessment surveys indicated seven current state gaps:  

1. Lack of cross-discipline and cross-jurisdiction radio programming. 
2. Age, condition, and upkeep of subscriber units and infrastructure. 
3. Lack of radio coverage and capacity. 
4. Limited regional mutual-aid radio system capacity. 
5. Disparate frequency bands between agencies. 
6. Lack of MBHSR interoperability with Massachusetts State Police and Federal 

agencies. 
7. Lack of data interoperability. 

Operational Assessment Survey Analysis 
The analysis of all operational assessment surveys, operational related information from 
interviews, and the tabletop exercise after action notes revealed that although the 
MBHSR has a formal governance structure in place for planning and implementing 
interoperability solutions in the region, there are notable current state gaps in other 
areas of operational capabilities. These two gaps include: 
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1. Lack of communications specific SOPs and MOUs. 
2. Lack of communications specific training. 

Initiative Development  
Using the strategic framework and the data revealed in both the technical and 
operational assessment analysis, the CIS tasked its Radio Frequency and Data working 
groups to develop specific initiatives to help close the gap between the current state and 
desired future state of communications interoperability in the region. The working groups 
focused on both existing and emerging technologies, depending on the applicability to 
each initiative. For eight weeks, the working groups developed over 30 potential 
initiatives that went before the CIS for selection. (A complete list of these initiatives is in 
Appendix C.)  As part of development, each initiative was analyzed considering 
estimated cost, timeframe, impact, benefit, technical complexity, issues, and risks. 

PHASE 4:  Develop Strategic Plan  
As shown in Figure 9, the CIS established six communications interoperability goals and 
selected 15 initiatives to be part of the strategic plan. After goals were established and initiatives 
selected, the JPOC committee and the Director of the MOHS approved each.  
 

Figure 9:  Development of Strategic Plan 
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Establish Goals 
The CIS established six communications interoperability goals to include in the strategic 
plan. Goals serve to categorize and align initiatives with current state gaps in 
communications interoperability. The six goals include: 
 

1. Establish Standards. 
2. Improve Performance, Capacity, and Redundancy in Existing Communications 

Systems. 
3. Create New Communications Interoperability Capabilities Across MBHSR. 
4. Improve Wireless Data Capabilities. 
5. Implement a Communications Exercise Program. 
6. Coordinate with Other Activities Having Implications on Communications 

Interoperability. 
 
Section II describes each goal in detail.  

Select Initiatives  
As previously mentioned, more than 30 initiatives were presented to the CIS for possible 
selection. Of these, some were pre-selected because of dependencies and federal 
compliance. The CIS then choose additional initiatives to be included in the portfolio of 
15 initiatives. Section II describes each initiative in detail.  

Approve Goals and Initiatives  
Once goals were established and initiatives were selected, each was presented to the 
JPOC Committee, the Director of the MOHS and the Commonwealth of Massachusetts 
Communications Interoperability Committee for approval.  
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PHASE 5: Implement Strategic Plan 
 
Implementation of quick-hit and long-term initiatives is conducted by MOHS with support from 
MBHSR. MBHSR plans to implement quick-hit initiatives in the first six months to one year. 
Quick-hit initiatives are not necessarily higher priority initiatives, but are relatively easy to 
implement and have few barriers. Long-term initiatives take more than one year to implement.  
 
As shown below in Figure 10, implementation includes re-prioritizing and planning, procurement 
of resources, and execution and refinement. MOHS will make key decisions to re-prioritize 
during the implementation phase by weighing the quick-hit and long-term initiatives with current 
and anticipated funding. MOHS will create implementation plans and performance measures to 
track success. MOHS will also develop and evaluate RFPs and other procurement documents 
necessary to procure the equipment and services as defined in the initiative project plans. The 
implementation process will be flexible and MOHS will institute a yearly review of the plan and 
reallocate resources where needed. 

 
Figure 10:  Implementation 
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SECTION II:  COMMUNICATIONS INTEROPERABILITY 5-YEAR 
STRATEGIC PLAN

Purpose 
The purpose of Section II, is to describe the governance, procedures, technology, and exercises 
that the MBHSR can use to enhance public safety interoperable communications capabilities 
during response to emergency incidents. The strategic plan includes a vision statement, a 
mission statement, six major goals, and supporting initiatives for achieving enhanced 
communications interoperability in the region. This section explains the rationale and benefit of 
the strategic plan as well as details about the goals and supporting initiatives. Information 
presented in this section includes a description, benefit, outcome, constraints, risks, 
dependencies, implementation steps, estimated time, cost, and complexity for the goals and 
initiatives in the strategic plan. 

Terms and Definitions  
For Section II, the following terms are defined. Additional definitions and acronyms are found in 
Appendices A and B.  

 

Command and Control refers to operations performed by or at command posts, 
dispatch centers, emergency operations centers (EOCs), or facilities that perform similar 
functions. 
 

First Responders (or responders) refers to field emergency response personnel in the 
law enforcement, fire service, and emergency medical services disciplines. 
 
Telecommunicators refers to individuals whose primary duties include receiving and 
processing emergency and non-emergency calls for police, fire, or emergency medical 
service requests received through the 9-1-1 system. Telecommunicators may also 
function as dispatchers for public safety agencies and are responsible for the dispatch 
and coordination of public safety resources.  

Interoperable Communications Vision and Mission 
The vision and mission of MBHSR communications interoperability follow:  
 

Vision:  MBHSR first responders have the ability to share data and communicate at 
optimal efficiency, in real time, across jurisdictions and disciplines, enabling more 
effective response during day-to-day emergency operations and major emergency 
situations, above and below ground, in the buildings, streets, tunnels and subways 
throughout the region. 
 

Mission:  Improve regional communications interoperability among first responder 
agencies and improve the efficiency and effectiveness of the region’s overall response 
capabilities. 

MBHSR Communications Interoperability 5-Year Strategic Plan 
The CIS chose six goals to address current state gaps in communications interoperability. 
These goals include standards for communications interoperability equipment and procedures, 
radio system performance and redundancy, radio interoperability, data interoperability, 
exercises for new and existing communications capabilities, and coordination across other 
homeland security projects.  
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Figure 11 shows the vision, mission, goals, and initiatives that make up the MBHSR 
Communications Interoperability 5-Year Strategic Plan. 

 

Figure 11:  MBHSR Communications Interoperability 5-Year Strategic Plan 
VISION:  MBHSR first responders have the ability to share data and communicate at optimal efficiency, 
in real time, across jurisdictions and disciplines, enabling more effective response during day-to-day 
emergency operations and major emergency situations, above and below ground, in the buildings, 
streets, tunnels and subways throughout the region. 
MISSION:  Improve regional communications interoperability among first responder agencies and 
improve the efficiency and effectiveness of the region’s overall response capabilities. 
GOALS INITIATIVES 

Goal #1: 1A Set minimum system and subscriber standards for new 
equipment 

1B  Develop standard regional channel plans 

1C  Establish minimum communications capability standards 
for command and control centers 

1D  Create a process for developing SOPs and MOUs and 
apply to current and future capabilities 

Establish Standards 

1E  Develop procedures to maintain the MBHSR 
Communications Interoperability Data Warehouse 

 
Goal #2: 2A  Bring all MBHSR R/F equipment to a minimum level of 

capability and supportability 

2B  Promote infrastructure sharing and establish/improve 
system redundancy, survivability, and sustainability 

2C  Obtain additional radio spectrum 

Improve Performance, Capacity, 
and Redundancy in Existing 
Communications Systems 

2D  Build out existing mutual aid systems for enhanced in-
street coverage and provide additional capacity 

 
Goal #3: 3A  Address lack of interoperability between VHF fire 

departments and other stakeholders 

3B  Procure stand alone quick-hit equipment to improve 
interoperability in the near term 

Create New Communications 
Interoperability Capabilities 
Across MBHSR 3C  Develop MBHSR/UASI multi-band channels 

 
Goal #4: 4A  Provide MBHSR with 3G mobile wireless data capability 

and applications 

Improve Wireless Data 
Capabilities 4B  Establish regional notification mechanism through 

leveraging existing capabilities 

 
Goal #5: 

Implement a Communications 
Exercise Program 

5A  Incorporate communications interoperability into future 
MBHSR exercises 

 
Goal #6: 

Coordinate with Other Activities 
Having Implications on 
Communications Interoperability 

 No specific initiatives associated with this goal 
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Addressing Current State Gaps 
As previously mentioned, the goals in this plan were established to address the MBHSR current 
state gaps in communications interoperability. Figure 12 aligns each goal with the current state 
gaps. 
 

Figure 12:  Technical and Operational Gaps Addressed by Strategic Portfolio 

   
Goals 

 

1 2 3 4 5 6 
Technical Gaps: 

Lack of cross-discipline and cross-jurisdiction radio 
programming       
Age, condition, and upkeep of subscriber units and 
infrastructure       
Lack of radio coverage, capacity and spectrum       
Limited regional mutual-aid radio system capacity        
Disparate frequency bands between agencies       
Lack of MBHSR interoperability with Massachusetts State 
Police and various Federal agencies       
Lack of data interoperability       

Operational Gaps: 
Lack of communications specific SOPs and MOUs       
Lack of communications specific training       

 
Goal #1 – Establish Standards focuses on improving standards and addresses issues such as 
the lack SOPs and MOUs as well as the need for shared radio programming. 
 
Goal #2 – Improve Performance, Capacity, and Redundancy in Existing Communications 
Systems focuses on improving existing infrastructure and provides for improved equipment, 
additional radio spectrum, and more capacity on regional mutual aid systems. 
 
Goal #3 – Create New Communications Interoperability Capabilities Across MBHSR 
provides for expanding mutual aid systems, moving regional departments to the same 
frequency band, and providing enhanced interoperability with agencies where current gaps 
exists. 
 
Goal #4 – Improve Wireless Data Capabilities addresses the limited data interoperability in 
MBHSR by providing additional equipment, applications, and notification mechanisms. 
 
Goal #5 – Implement a Communications Exercise Program addresses the need for 
communications specific exercises around new and existing capabilities.  
 
Goal #6 – Coordinate with other Activities Having Implications on Communications 
Interoperability ties together all communications interoperability efforts affecting MBHSR. 
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Quick-hit and Long Term Benefit 
The strategic plan includes initiatives that provide opportunities for quick-hit and long-term 
benefits. The quick-hit initiatives are not necessarily higher priority initiatives, but are relatively 
easy to implement and have few barriers. As shown in Figure 13, quick-hit initiatives will 
produce benefits within 6-12 months, while other initiatives will be phased and produce longer-
term benefits. 
 

Figure 13:  Implementation Timeframe 

 

Future State of MBHSR Communications Interoperability  
Figure 14 depicts how implementation of the strategic plan leads to improved and new 
communications capabilities for MBHSR first responders. If a major incident were to take place 
in downtown Boston, incident coordination occurs at a command post (CP) near the scene of 
the incident.  The Emergency Operations Center communicates with the command post via a 
command and control channel.  The command post is staffed with commanders from each of 
the responding agencies who use command and control channels to coordinate response both 
on- and off-scene.  Additionally, responders at the command post have access to additional 
communications capabilities, such as radio caches, to distribute as necessary.   
 
At the incident, on-scene commanders are in constant communication with the command post 
via the command and control channel.  Each responding discipline has a dedicated tactical 
channel to coordinate operations and another tactical channel to coordinate between 
disciplines. 
 
Off-scene activities, such as traffic control or fire recall of personnel are tied into the command 
post via the command and control channel.  The MBHSR has a channel to allow tactical 
communications between agencies participating in traffic control, independent of the tactical 
channel used at the scene of the incident.   
 
Each goal of the strategic plan supports the scenario described above.  Goal #1 improves the 
standards that maximize the effectiveness of new and existing equipment, policies, and 
procedures that govern these operations. Communications take place via existing and new 
capabilities provided by Goals #2 and #3.  Additionally, incident information is shared regionally, 
including at the command post, on and off-scene operations, dispatch centers, and EOCs, 
through improved data communications and coordination outlined by Goal #4.  Finally, MBHSR 
first responders are prepared and aware of all capabilities through participation in training and 
exercises established by Goal #5. 

MBHSR Communications Interoperability 
5-Year Strategic Plan 

24 



Section II:  Communications Interoperability 5-Year Strategic Plan 
 

 
Figure 14:  Future State of MBHSR Communications Interoperability 
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Initiative Descriptions 
The following pages provide descriptions of each goal and initiative in the strategic plan. Each 
initiative was evaluated based on following criteria: 
 

1. Description 
2. Benefit 
3. Outcome 
4. Constraints 
5. Risks 
6. Dependencies 
7. Implementation steps 
8. Estimated time 
9. Cost 
10. Complexity 

 
The symbols in Figure 15 provide a quick way to compare time, costs, disciplines affected and 
technical complexity for each initiative. Timelines and costs are estimated for each initiative in 
the strategic plan.  
 

Figure 15:  Initiative Description Symbol Key 
Time Cost 

 
 

 

 Under 4 months 

4 months to 1 year 

1 year to 3 years 

Longer than 3 years 

  

0 Minimal cost

Under $100 K

$100 K to $1 M

$

$$ 

$$$ $1 M to $5 M

Discipline Technical Complexity 

 

LE 

FS 

EMS 

Law Enforcement 

Fire Service 

Emergency Medical Services

Technical Complexity: Low Easy to implement

Challenging, but 
manageable, steps to 
im

Technical Complexity: Medium Moderate challenges 
to implementation 

Technical Complexity: High
plementation
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 Goal #1: Establish Standards 

 
Scope: Goal #1 addresses these operational and usage standards for various communications 
interoperability capabilities including radio infrastructure, subscriber equipment, dispatch 
centers, mobile command posts, EOCs and the MBHSR Communications Interoperability Data 
Warehouse. The goal requires creating and updating written documents including SOPs, MOUs, 
and training plans. 
 
The five initiatives are: 
 

1A: Set minimum system and subscriber standards for new equipment. 
1B: Develop standard regional channel plans. 
1C: Establish minimum communications capability standards for command and 

control centers. 
1D: Create a process for developing SOPs and MOUs and apply to current and future 

capabilities. 
1E: Develop procedures to maintain the MBHSR Communications Interoperability 

Data Warehouse. 
 
Outcome: When completed, these initiatives provide immediate benefits. Responders and 
telecommunicators can provide better support to multi-agency incidents when agencies share 
common channel plans, command and control capabilities, SOPs, MOUs, and training.  
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Goal #1:  Establish Standards 

Initiative 1A:  Set minimum system and subscriber standards for new equipment 
 

 
 
Description: Set minimum equipment standards and capabilities for both R/F and data 

infrastructure and subscriber equipment. The MBHSR uses the minimum 
standards and capabilities to select make and model of new equipment. Initiative 
1A establishes sets of standards to support regional channel plans and 
capabilities such as P-25 compliant, narrow/wideband capable, flash upgradeable 
software/firmware, encryption capable, Mil Specifications 810, C, D, E, intrinsically 
safe and data exchange. The standards undergo a periodic review as federal and 
other requirements change and technologies evolve. 

 
Benefit and 
Outcome:   
 

Minimum standards and capabilities provide a baseline for upgrades and 
procurements to ensure the success of subsequent initiatives. They define what 
equipment is needed to use regional communications interoperability capabilities. 

 
Constraints, 
Risks and 
Dependencies: 

Initiative 1A has minimal risks. Initiative 1A does not depend on other initiatives 
but other initiatives depend on 1A. 1A indirectly impacts, to varying degrees, all 
jurisdictions.  

 
Implementation 
Steps: 

1. MBHSR determines minimum standards and capabilities. 
2. MBHSR approves minimum standards and capabilities. 
3. Periodic reviews and updates.  

 
Estimated Time  
& Cost  

 Time: 1 - 2 months. 
 Costs: Minimal. 

 

Technical Complexity: Low0  LE FS EMS 
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Goal #1:  Establish Standards

Initiative 1B:  Develop standard regional channel plans 

 
 
Description: Develop a document that lists channel plans for VHF, UHF, and 800 MHz 

frequencies for subscriber equipment, command posts, dispatch centers, and 
EOCs. The channel plans detail multiple zones to enhance regional and local 
standardization. The plans standardize zones and switch positions for those 
channels used for multi-agency operations such as BAPERN, MetroFire and 
Boston Ambulance Mutual Aid Channel (BAMA) by police, fire and EMS, while 
allowing agencies to define the channel plans for their local, non-interoperability 
channels. These plans accommodate local needs within the agencies and 
jurisdictions.  

 
Benefit and 
Outcome:   
 

Regional channel plans directly benefit MBHSR members. The plans reduce the 
chance of confusion and errors by getting users on correct channels during multi-
agency operations. Additionally, the channel plans simplify channel assignments 
in subscriber communication equipment for multi-agency responses and provide 
standard channel plans for shared interoperability resources. Benefits are 
achieved by providing the flexibility to select and as required meeting 
communication requirements during all types of incidents or events.  

 
Constraints, 
Risks and 
Dependencies: 

Initiative 1B has minimal risks. 1B indirectly impacts all jurisdictions because of 
the potential requirement to reprogram subscriber equipment. 1B does not 
depend on other initiatives, but other initiatives depend on 1B. 

 
Implementation 
Steps: 

1. MBHSR develops channel plan structure.  
2. MBHSR develops the initial channel plan using information provided in the 

communications interoperability assessment.  
3. MBHSR obtains and verifies missing channel plan information not previously 

provided in the communication interoperability assessment for all police, fire, 
and EMS agencies and departments within the MBHSR. 

4. MBHSR approves final plan. 
 
Estimated Time  
& Cost 

 Time: Less than 1 year.  
 Cost: Minimal. The channel plan may require reprogramming of radios. 

 
 

Technical Complexity: Low$  LE FS EMS 
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Goal #1:  Establish Standards 

Initiative 1C:  Establish minimum communications capability standards for command and 
control centers 

 
 
Description: Initiative 1C establishes a minimum set of communications capability standards 

for command and control centers such as command posts, dispatch centers, and 
EOCs. The standards specify the capability needed to meet minimum operational 
requirements. Additionally, the standards provide procedures and protocols for 
operations within all MBHSR command posts, dispatch centers, and EOCs. 

 
Benefit and 
Outcome:   
 

The capability standards reduce setup and familiarization time for command posts 
during multi-jurisdiction responses. Initiative 1C provides standards so 
telecommunicators and command post personnel can operate in all jurisdictions. 
Additionally, standards simplify multi-agency planning for preplanned events and 
enhance multi-agency response to an unplanned incident.  

 
Constraints, 
Risks and 
Dependencies: 

Initiative 1C has minimal risks. Initiative 1C indirectly impacts all jurisdictions 
because of the requirement to procure equipment and implement changes to 
command posts and dispatch centers. 1C does not depend on other initiatives but 
other initiatives depend on 1C.  

 
Implementation 
Steps: 

1. MBHSR determines minimum capability standards.  
2. MBHSR develops draft documents. 
3. MBHSR reviews draft and provides recommendations.  
4. MBHSR approves standards. 
5. MBHSR makes policies and procedures available on regional web server for 

access from field. 
 
Estimated Time  
& Cost 

 Time: Less than 1 year. 
 Cost: Minimal, however, MBHSR may need to fund equipment upgrades or 

purchases to comply with the plan.  
 

Technical Complexity: Low$$  LE FS EMS 
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Goal #1:  Establish Standards 

Initiative 1D:  Create a process for developing SOPs and MOUs and apply to current and 
future capabilities 

 
 

Description: Initiative 1D is a multi-phase initiative that creates a process for writing SOPs and 
MOUs and applies that process to current and future capabilities. The developed 
SOPs and MOUs comply with federal guidelines established by NIMS and TICP.  

Phase I:  Develop a standard process for creating SOPs and MOUs including 
content, style, review, and approval. Additionally, this standard outlines training 
requirements associated with all capabilities. 

Phase II:  Apply standards to existing capabilities. Capabilities include BAPERN, 
MetroFire, BAMA, CMED and WebEOC. Apply standards to new capabilities.  
Capabilities include national TAC channels (V-TAC, U-TAC, I-Call and I-TAC).  

Phase III:  Ensure MBHSR first responders have access to SOPs and MOUs for 
new capabilities. In addition, first responders receive training for cross-jurisdiction 
and cross-discipline coordination. Phase III is implemented concurrent to Phase II.

 

Benefit and 
Outcome:   
 

Initiative 1D ensures that all agencies operate within the same guidelines when 
using existing and new communications interoperability capabilities to respond to 
multi-agency incidents. Additionally, written guidance ensures MBHSR first 
responders use existing capabilities to the fullest extent.  

 

Constraints, 
Risks and 
Dependencies: 

Initiative 1D has minimal risks, but agreement on some SOPs will require 
stakeholder concurrence from beyond MBHSR. Initiative 1D requires coordination 
with the governing bodies of existing regional systems (BAPERN, MetroFire, etc.) 
to revise and modify existing SOPs and MOUs. 1D impacts all jurisdictions 
because operational requirements for existing regional systems may change. 1D 
does not depend on other initiatives but other initiatives depend on 1D.   

 

Implementation 
Steps: 

Phase I  
1. MBHSR creates process and standards for establishing and/or enhancing 

SOPs and MOUs. 
2. MBHSR approves process for SOPs and MOUs. 
 

Phase II 
1. MBHSR obtains and reviews all existing polices and procedures for regional 

communication systems. 
2. MBHSR updates current SOPs and MOUs to reflect recent changes and 

upgrades introduced by other initiatives. 
3. MBHSR determines new polices and procedures required for use of national 

TAC channels. 
4. MBHSR approves SOPs and MOUs for existing capabilities. 
 

Phase III 
1. MBHSR drafts SOPs and MOUs for new capabilities as required. 
2. MBHSR approves SOPs and MOUs for new capabilities.  

 

Estimated Time  
& Cost 

 Time:  Less than 1 year.  
 Cost: $50K to $100K depending on the number of SOPs and MOUs needed. 

Technical Complexity: Low$  LE FS EMS 
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Goal #1:  Establish Standards

Initiative 1E:  Develop procedures to maintain the MBHSR Communications 
Interoperability Data Warehouse 

 
 
Description: Initiative 1E defines a process to update the MBHSR Communications 

Interoperability Data Warehouse as information changes. 

 
Benefit and 
Outcome:   
 

The data warehouse facilitates strategic plan implementation by providing 
information on the status of communications equipment in the region. The data 
warehouse may also support planning functions by identifying available 
resources. The data warehouse provides up-to-date information required as part 
of some grant application processes. The data warehouse also supports 
programming of radios by authorized MBHSR radio technicians. Finally, MBHSR 
first responders may upload the data from the MBHSR Data Warehouse to DHS 
data repositories to meet requirements of the UASI grant process. 

 
Constraints, 
Risks and 
Dependencies: 

Initiative 1E has minimal risks.  

 
Implementation 
Steps: 

1. MBHSR develops procedures. 
2. MBHSR reviews and approves procedures. 

 
Estimated Time  
& Cost 

 Time:  Less than 3 months after delivery of the data warehouse in October 
2005. 

 Costs:  Minimal for establishing the procedures. Implementation of the 
procedures to update the data requires some effort from each jurisdiction. 

 

Technical Complexity: Low$  LE FS EMS 
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Goal #2: Improve Performance, Capacity, and Redundancy 
in Existing Communications Systems 

 
Scope: Goal #2 takes advantage of the MBHSR’s existing capabilities and systems that 
facilitate interoperable communications for public safety. These systems are well known and 
well used, but have operational limitations. The CIS recognizes that these existing systems are 
the foundation of communications interoperability in the region, but the region needs to invest in 
improving the performance, capacity, and redundancy of these systems. 
 
The following initiatives support this goal: 
 

2A: Bring all MBHSR R/F equipment to a minimum level of capability and 
supportability. 

2B: Promote infrastructure sharing and establish and improve system redundancy, 
survivability, and sustainability. 

2C: Obtain additional radio spectrum. 
2D: Build out existing mutual aid systems for enhanced in-street coverage and 

provide additional capacity. 
 
Outcome: Achieving this goal, the MBHSR improves existing systems through enhanced 
performance, increased capacity, and redundancy. Because MBHSR first responders are 
already familiar with these systems, enhancing current capabilities is more cost effective than 
creating new solutions. Additionally, radio infrastructure and subscriber equipment in each 
jurisdiction achieves a minimum level of capability and supportability, enabling more complete 
interoperability.  
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Goal #2:  Improve Performance, Capacity, and Redundancy in Existing Communications Systems 

Initiative 2A:  Bring all MBHSR R/F equipment to a minimum level of capability and 
supportability 

 
 
Description: Initiative 2A replaces equipment in jurisdictions to bring all capabilities to a 

minimum threshold. The threshold is based on a combination of manufacturer 
serviceability, equipment age and obsolescence, functional limitations of existing 
capabilities – such as insufficient number of channels – replacement costs, 
regional impact and federal guidelines as applicable. Equipment potentially 
replaced includes subscriber equipment such as mobiles and portables, base 
stations, repeaters, and console equipment. 

 
Benefit and 
Outcome:   

Operable equipment is a key component of enabling interoperability in the region 
and enables regional interoperability. Initiative 2A ensures agencies and 
jurisdictions have equipment that meets a minimum threshold for supportability 
and interoperability.  

 
Constraints, 
Risks and 
Dependencies: 

Initiative 2A has minimal risks. 2A impacts all jurisdictions to varying degrees 
depending on needs. 2A depends on Initiative 1A minimum subscriber 
requirements for new equipment purchases as well as 1B regional channel plans. 
Note: Equipment purchases depend on agencies current UHF capabilities that 
meet requirements of 1A. Initiative 2A takes into account recent or planned 
equipment upgrades in MBHSR jurisdictions from various sources. 

 
Implementation 
Steps: 

1. MBHSR completes 1A:  Minimum subscriber requirements and 1B:  Develop 
standard regional channel plans. 

2. MBHSR develops an implementation plan that includes multiple replacement 
thresholds and budgets associated with each threshold. 

3. MBHSR determines replacement threshold including priority of need, other 
sources of funding/equipment, and level of risk.  

4. MBHSR defines process to procure and deploy equipment. 
5. MBHSR procures equipment and installs equipment. 

 
Estimated Time  
& Cost 

 Time:  Minimum 1 month. Maximum 8 months.  
 Cost: The per radio replacement cost depends on the minimum subscriber 

equipment requirements, but is projected at an average of $1-3K per portable 
and $4-5K per mobile. Other equipment replacement costs vary. 

 

Technical Complexity: Low$$$  LE FS EMS 
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Goal #2:  Improve Performance, Capacity, and Redundancy in Existing Communications Systems 

Initiative 2B:  Promote infrastructure sharing and establish/Improve system redundancy, 
survivability, and sustainability 

 
 
Description: Initiative 2B has two parts. The first part promotes the sharing of jurisdiction, 

regional, and state owned R/F infrastructure. The second part creates mirror sites 
and establishes connections between sites, radio and dispatch, through 
microwave or fiber optic cables. Establishing connections improves redundancy 
by adding or increasing connectivity between critical communications 
infrastructure sites. A site’s failure significantly impacts the ability of the region to 
respond to an incident. Improving connectivity reduces the vulnerability of any 
single communications system by providing a backup capability. Redundant 
connections may include leased digital lines, microwave radio, regionally, 
municipally or state owned fiber optic connections. Along with redundant 
connections, this initiative addresses site survivability and sustainability. 

 
Benefit and 
Outcome: 

Initiative 2B provides redundancy, survivability, and sustainability of critical sites to 
mitigate risk from a single point of failure. The sharing of infrastructure reduces 
costs for all agencies in MBHSR. 

 
Constraints, 
Risks and 
Dependencies: 

Initiative 2B has minimal risks. 2B depends on existing infrastructure with 
upgrades and new infrastructure installed under initiatives 2D, 3A and 3C.  

 
Implementation 
Steps: 

1. MBHSR establishes existing connectivity capabilities and prioritize needs for 
redundancy and upgraded site survivability and sustainability. 

2. MBHSR examines potential for additional redundant connections and 
infrastructure sharing. 

3. MBHSR determines type of connection most effective. 
4. MBHSR determines survivability and sustainability upgrades. 
5. MBHSR procures, installs, and tests the desired connection and any 

necessary interface equipment along with enhanced security measures. 
 
Estimated Time  
& Cost 

 Time:  Timeframe and costs may change – timeframe is phased. 
• Identification of critical sites: Less than 1 month.  
• Determining redundant connection medium or other required upgrades: 1 

month.  
• A leased line: 4-8 months. 
• Microwave: 3-6 months. 

 Cost:  Depends on medium and distance of the link. Each link requires 
endpoint equipment. Any leased equipment may have reoccurring costs. 

 Complexity is medium to potentially high. Much of the complexity depends on 
the current infrastructure already in place to support the additional 
connections. 

$$  LE FS EMS Technical Complexity: Medium
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Goal #2:  Improve Performance, Capacity, and Redundancy in Existing Communications Systems 

Initiative 2C:  Obtain additional radio spectrum 

 
 

$  LE FS EMS Technical Complexity: Medium

Description: Initiative 2C obtains more spectrum resources to expand capacity of regional and 
local radio systems. The CIS technical assessment noted that the lack of licensed 
UHF spectrum hampered regional interoperability. The R/F working group 
identified additional UHF spectrum, including some currently in use by other 
municipal agencies in the region. For example, some organizations may hold 
licenses for spectrum they do not use.  

Possible UHF frequency sources identified include: 

1. Municipal users. 
2. Vacated existing public safety spectrum. 
3. Part 22 Commercial paging frequencies not in use (requires 

waiver). 
4. TV channel 15 reallocation (requires waiver or rule change). 
5. Other public safety pool frequencies not in use. 

 

Although the greatest need is for UHF spectrum, VHF and 800 frequencies are 
also required to implement the multi-band channels described in initiative 3D. 

 
Benefit and 
Outcome:  

Initiative 2C facilitates many other initiatives by providing the required frequencies. 

 
Constraints, 
Risks and 
Dependencies: 

Some of the sources require rule changes, waivers, or movement of other users. 
Waivers may be rejected and other agencies may refuse to relinquish licenses. 
Initiative 2C does not depend on any other initiative, but other initiatives depend 
on 2C. 

 
Implementation 
Steps: 

1. MBHSR identifies most readily and quickly available spectrum sources. 
2. MBHSR determines appropriate licensee. 
3. For each potential frequency, MBHSR: 

• Identifies frequency and timeline. 
• Determines license requirement, modifications, new license, etc. 
• Conducts engineering. 
• Files regulatory documents. 

4. MBHSR matches frequency resources as they are identified and become 
available to initiatives. 

 
Estimated Time  
& Cost 

 Time: Depends on the source of the frequency. 3-6 months for some 
frequencies. May take longer for others. 

 Cost: Less than $100K for primary engineering and license applications.  
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Goal #2:  Improve Performance, Capacity, and Redundancy in Existing Communications Systems 

Initiative 2D:  Build out existing mutual aid systems for enhanced in-street coverage and 
provide additional capacity 

 
 

Description: Initiative 2D builds upon existing regional interoperability systems and provides 
enhancements within the MBHSR to include above and below ground 
infrastructure. Particular attention will be given to below ground public 
transportation needs (highway and rail tunnels). 

BAPERN: Complete build-out of BAPERN Central District channel and add 
additional tactical channels. Complete build-out of additional receive sites across 
the MBHSR to enhance in-street portable coverage. 

MetroFire: Complete build out of simulcast sites, build-out additional receive sites 
across the MBHSR for an enhanced level of in-building coverage. Build-out of a 
new tactical channel, MetroFire Orange, in the MBHSR. 

BAMA: Support provision of field coverage for EMS across the MBHSR. 
 

Benefit and 
Outcome:  

Initiative 2B has multiple benefits. Five of them are: 

• Responders gain enhanced coverage on any of the three major discipline-
focused radio systems (BAPERN, MetroFire, BAMA)  

• Responders gain an enhanced below ground communication capability.  
• The additional channel for BAPERN Central District allows law 

enforcement responders to use BAPERN for incidents in the MBHSR 
without tying up the broader BAPERN network.  

• A second MetroFire tactical ground channel allows regional fire service 
responders to assign a channel for an incident in the MBHSR region 
without tying up the full MetroFire network.  

• BAMA upgrades increase ambulance coordination and response. 
 

Constraints, 
Risks and 
Dependencies: 

The ability to increase capacity on the current regional interoperability systems 
depends on the ability to obtain additional frequency resources and coordination 
with the individual system management bodies. 

 

Implementation 
Steps: 

MBHSR:  
1. Determines existing sites used, with emphasis given to infrastructure sharing. 
2. Determines location of new sites. 
3. Identifies backhaul method. 
4. Determines current voter system capacity and identifies any needed 

increases. 
5. Procures and installs equipment. 
6. Conducts acceptance testing. 
7. Develops/updates SOPs, MOUs, and training as needed. 

 

Estimated Time  
& Cost 

 Cost:  Estimated $1-2 million. However, the overall cost depends on the 
features of the system and the number of needed sites. An estimate per 
channel per receive site is $20K including all ancillary equipment.  

 Time: 1 year. However, it may take longer depending on engineering and 
equipment procurement. 

$$$  LE FS EMS Technical Complexity: Medium
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Goal #3: Create New Communications Interoperability 
Capabilities Across MBHSR 

 
Scope: Although the improvement of existing standards and systems leads to a higher degree 
of communications interoperability in the MBHSR, the region still the needs to implement new 
capabilities to expand overall interoperability. 
 
The following initiatives address methods to improve communications interoperability through 
complementing existing systems with new capabilities. They include: 
 

3A: Address lack of interoperability between VHF fire departments and other 
stakeholders. 

3B: Procure stand alone quick-hit equipment to improve interoperability in the near 
term. 

3C: Develop MBHSR/UASI multi-band channels. 
 
Outcome: The MBHSR gains additional capabilities to provide radio communications 
interoperability at the scene of day-to-day and major critical events allowing first responders 
from different disciplines and jurisdictions to communicate.  
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Goal #3: Create New Communications Interoperability Capabilities Across MBHSR 

Initiative 3A:  Address lack of interoperability between VHF fire departments and other 
stakeholders 

 
 

Description: Initiative 3A addresses issues associated with fire departments using the VHF 
frequency band as their primary means of communications. 3A is a two-part 
initiative. The first part provides an immediate interoperability improvement by 
providing additional radio assets and crossband repeaters to those agencies 
currently operating within the VHF band. This part consists of procuring and 
issuing additional UHF radios and crossband repeaters to selected departments 
who have been identified as having a requirement.  

The second part of the initiative is designed to eliminate the use of the VHF band 
in its entirety within the MBHSR by fire departments. All fire agencies currently 
operating on VHF migrate to the UHF band.   

 

Benefit and 
Outcome:   

Initiative 3A eliminates the lack of interoperability between VHF users and the 
majority of other MBHSR first responders who operate on the UHF band. 
Additionally Initiative 3A, after UHF migration, provides agencies currently 
operating on the VHF band direct use of the MetroFire system providing 
enhanced regional interoperability and coverage. Finally, MBHSR can use the 
VHF frequencies vacated in this process to meet other spectrum needs.    

 

Constraints, 
Risks and 
Dependencies: 

The risks associated with the second part of Initiative 3A involve not being able to 
acquire the required UHF resources. Initiative 3A is dependent on Initiative 1A, 2A 
and 2C. 

 

Implementation 
Steps: 

1. MBHSR determines number of UHF and or crossband repeaters required.  
a. Select equipment manufacturer and model. 
b. Procure equipment UHF radios and crossband repeaters. 
c. Program radios and crossband repeaters. 
d. Develop written training, provide new equipment training. 
e. Issue equipment. 

2. MBHSR obtains additional UHF frequency resources (2C): 
a. Transfer licenses to VHF fire departments. 
b. System build-out. 
c. Develops/updates SOPs, MOUs, and training as needed. 
d. Acceptance. 

 

Estimated Time  
& Cost 

 Additional radios 
o

 Cost: X radios @ $3.5K per radio * 
 Time: four months but less than 1 year 

o
 Crossband repeaters 

o
 Cost: N units @ $20K per complete unit * 
 Time: 3 to 6 months 

o
 UHF migration 

o
o Cost: X basestations/repeaters @ $YK per unit plus licensing and 

engineering fees estimated at $250 to $500K. (Note: subscriber 
equipment may be part of 2A) * 

 Time: greater than 1 year  

* Specific values will be determined as part of implementation plans 

Technical Complexity: Low$$  FS 
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Goal #3: Create New Communications Interoperability Capabilities Across MBHSR

Initiative 3B:  Procure stand alone quick-hit equipment to improve interoperability in the 
near term 

 
 
Description: Initiative 3B is a multi-part initiative that impacts all jurisdictions and both directly 

and indirectly improves each agency’s interoperability capability for both voice and 
data communications. Initiative 3B consists of determining, procuring and 
implementing various quick-hit initiatives designed at enhancing the current level 
of communication interoperability in the MBHSR. Quick-hits include: 

 Radio caches.  
 Radios for dispatch centers. 
 Crossband repeaters. 

 

 
Benefit and 
Outcome:   

Each jurisdiction has access to equipment and capabilities that provide higher 
levels of interoperability in the near term while longer-term initiatives are 
implemented.     

 
Constraints, 
Risks and 
Dependencies: 

Initiative 3B has minimal risks. 3B does not depend on other initiatives but 
overlaps initiative 3A. 

 
Implementation 
Steps: 

MBHSR: 
1. Selects quick-hits and determines distribution of resources. 
2. Determines equipment quantities (radios and crossband repeaters). 
3. Selects service provide, equipment manufacturer and mode of equipment. 
4. Procures service contract and equipment. 
5. Develops/updates SOPs and MOUs for equipment use as needed. 
6. Programs radios and crossband repeaters. 
7. Develops training for equipment use. 

 
Estimated Time  
& Cost 

 Radios for dispatch centers 
o

 Cost: Y radios @ $5K per radio * 
 Time: 4 months but less than 1 year 

o
 Radio cache 

o
 Cost: X radios @ $3.5K per radio * 
 Time: 4 to 6 months 

o
 Crossband repeaters 

o
 Cost: N units @ $20K per complete unit * 
 Time:  3 to 6 months 

o
* Specific values will be determined as part of implementation plans. 

Technical Complexity: Low$$  LE FS EMS 
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Goal #3: Create New Communications Interoperability Capabilities Across MBHSR 

Initiative 3C:  Develop MBHSR/UASI multi-band channels 

 
 

$$$  LE FS EMS Technical Complexity: High

Description: Initiative 3C consists of building at least two multi-band MBHSR channels in 
support of regional above and below ground communication needs. One of the 
channels provides command and control and another provides tactical 
communications. Both channels have the capability for secure communications 
and additional channels provide encrypted communication capabilities. As a result 
of experience gained during large scale events such as the DNC, each multi-band 
channel consists of a VHF, UHF and 800 MHz channel permanently crossbanded. 
A permanent crossband connection allows users in each frequency band to 
communicate seamlessly in real-time. Given the cost and complexity of Initiative 
3C, a phased approach is necessary. 

 
Benefit and 
Outcome:   

Initiative 3C provides at least two dedicated interoperability channels for all 
MBHSR users, EOCs and dispatch centers to increase flexibility and 
interoperability. Initiative 3C facilitates communications with users, such as federal 
agencies and the state police, who have limited interoperability with local 
jurisdictions while using existing interoperability capabilities. Additionally, Initiative 
3C provides enhanced below ground coverage in transportation tunnels. 

 
Constraints, 
Risks and 
Dependencies: 

The risks associated with Initiative 3C include not being able to acquire the 
required VHF, UHF and 800 MHz resources and depends on initiatives 1B and 
2C. 

 
Implementation 
Steps: 

MBHSR: 
1. Obtains and licenses additional frequency resources (2C). 
2. Performs site and system engineering. 
3. System build-out and site expansion. 
4. Develops/updates SOPs, MOUs, and training as needed. 

 
Estimated Time  
& Cost 

 Time: Phased over 2 to 3 years. 
 Cost: Total cost is between $1.7 million and $2.2 million, based on estimate of 

4 to 6 sites. Cost of channels range between $1 million and $5 million 
depending upon desired coverage (above and below ground) and features. 
This initiative may be deployed in increments. 
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Goal #4: Improve Wireless Data Capabilities 

 
Scope: Goal #4 addresses increasing access to, and connectivity of, mobile data terminals and 
laptop computers in the field. It also provides applications that increase data interoperability 
between different jurisdictions and disciplines. The initiatives rely primarily on commercial 
systems to minimize the time and expense of deploying an initial capability. 
 
This goal has two initiatives:   
  

4A: Provide MBHSR with 3G mobile wireless data capability and applications. 
4B: Establish regional notification mechanism through leveraging existing capabilities. 

 
Outcome: Fulfilling this goal provides MBHSR first responders in the field with access to critical 
information about events, situations, and nearby assets. The goal also leads to the coordination 
of data efforts to avoid the stovepiping that leads to current problems with radio interoperability. 
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Goal #4: Improve Wireless Data Capabilities 
 

Initiative 4A:  Provide MBHSR with 3G mobile wireless data capability and applications 

 
 
Description: Initiative 4A implements a minimum level of mobile data service in all 9 MBHSR 

communities using third generation (3G) commercial service. The MBHSR 
determines the level of capabilities and applications. MBHSR recognizes the need 
for wireless data connectivity by first responders to provide real-time critical data 
to their mobile office and incident scene. Examples of mobile offices include patrol 
cars, fire apparatus, command vehicles, and ambulances. Initiative 4A provides a 
short-term solution while emerging data technologies are explored. 

 
Benefit and 
Outcome:  

Initiative 4A provides broadband access to support a variety of applications that 
allow first responders to perform their duties more efficiently, effectively and 
safely. Regional purchasing may allow for economies of scale or other 
advantages. 

 
Constraints, 
Risks and 
Dependencies: 

Certain jurisdictions within the MBHSR are constrained by a lack of cellular 
coverage to support data connections in limited areas. Commercial services in 
other areas similar to the MBHSR have experienced a reduced level of service 
during periods of high usage, typical during a large-scale emergency.  

 
Implementation 
Steps: 

MBHSR: 
1. Develops cost estimates with varying levels of equipment deployment. 
2. Determines mobile applications. 
3. Identifies supportable prioritization level within financial constraints. 
4. Identifies information security risks and develops information security solution.
5. Determines commercial carrier. 
6. Procures hardware and associated service. 
7. Develops/updates SOPs, MOUs, and training as needed. 

 
Estimated Time  
& Cost 

 Time:  Less than 3 months. The longest portion of the implementation is 
prioritizing where to use the capability. 

 Cost:  The cost is approximately $150 for hardware and $67 per month for 
service per wireless card. This cost does not include a laptop or mobile 
computing environment that can range from $2-5K. 

 
 

Technical Complexity: Low$$$  LE FS EMS 
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Goal #4: Improve Wireless Data Capabilities 

Initiative 4B:  Establish regional notification mechanism through leveraging existing 
capabilities 

 
 
Description: Initiative 4B enhances regional information flow by leveraging existing notification 

systems and capabilities. Initiative 4B provides an integrated mechanism for 
notification of key personnel.  

 
Benefit and 
Outcome:   

Initiative 4B provides notification capabilities across MBHSR during a critical 
event. 

 
Constraints, 
Risks and 
Dependencies: 

Initiative 4B has minimal risks. Initiative 4B depends on technical and operational 
constraints associated with expanding and leveraging existing capabilities.  

 
Implementation 
Steps: 

MBHSR: 
1. Determines the systems used as the baseline and reviews procedures for 

use. 
2. Determines current coverage of candidate systems and if additional coverage 

is required. 
3. Identifies and builds-out suitable sites (if necessary). 
4. Develops/updates SOPs, MOUs, and training as needed. 
5. Procures and distributes subscriber equipment. 

 
Estimated Time  
& Cost 

 Time:  6 months for complete build out. However, this estimate may be less if 
the current systems have sufficient coverage across the MBHSR and no 
additional sites are needed. 

 Cost:  In the range of $300K. Coverage requirements and determination of 
which systems MBHSR chooses to leverage impacts the cost.  

 

 

Technical Complexity: Low$$  LE FS EMS 
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Goal #5: Implement a Communications 
Exercise Program 

 
Scope:  Goal #5 addresses the need for multiple training and exercises that improve awareness 
and understanding of communications interoperability capabilities in the MBHSR. Authorized 
personnel need training on existing and new communications and interoperability capabilities 
across jurisdictions and disciplines. Goal #5 incorporates communications training into larger 
exercise programs. MBHSR may also develop and conduct communications specific exercises.  
 
Goal #5 includes one initiative: 
  

5A: Incorporate communications interoperability into future MBHSR exercises. 
 
Outcome:  Implementing a formal exercise program to practice communications interoperability 
is essential to ensure that existing and new capabilities work properly, are well known by 
practitioners, and responders can use them effectively to communicate during emergencies. 
Equipment not trained upon may pose more risk than benefit if used improperly during an 
incident. Additionally, training and exercises provide a forum for regional first responders to 
meet and interact. By working with each other during an exercise, MBHSR first responders will 
be able to work seamlessly at the scene of an incident. 
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Goal #5: Implement a Communications Exercise Program 

Initiative 5A:  Incorporate communications interoperability into future MBHSR exercises 

 
 
Description: Initiative 5A incorporates communications interoperability aspects into the 

MBHSR sponsored exercises including the 2006 Port Security Exercise and ICS 
Training. Note that all exercises in Initiative 5A incorporate components of NIMS. 

Communications interoperability is part of all three levels of the Port Security 
Exercise Program. Function-specific tabletop exercises include components of 
communications interoperability. A communications exercise of existing and new 
equipment, procedures, and policies implemented through this plan takes place. 
The field exercise tests communications interoperability in a real-life scenario.  

As MBHSR delivers ICS training to regional first responders and 
telecommunicators, communications interoperability aspects will be incorporated 
into planning and lessons. 

 
Benefit and 
Outcome:   

A training and exercise program is essential to prepare responders to manage an 
emergency. MBHSR first responders and telecommunicators are more aware of 
communications interoperability capabilities, policies, and procedures. Exercise 
programs provide lessons learned for future planning. 

Additionally, conducting multiple tabletop and one field exercise through the Port 
Security Exercise complies with federal TICP requirements. 

 
Constraints, 
Risks and 
Dependencies: 

Initiative 5A has minimal risks and depends on CIS coordination with other 
MBHSR exercise programs.  

 
Implementation 
Steps: 

MBHSR: 
1. Incorporates communications interoperability related topics into all exercises. 
2. Evaluates communications objectives in exercise after action reports and 

assessments. 
 
Estimated Time  
& Cost 

 Time: Completion of exercise program in 8 to 10 months. 
 Cost:  Costs for these exercise program are funded through MBHSR exercise 

and training funds. 
 
  

Technical Complexity: Low LE FS EMS 0 
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Goal #6: Coordinate with Other Activities Having Implications 
on Communications Interoperability 

 
Scope:  Goal #6 ensures that the CIS effectively communicates its activities to MBHSR 
stakeholders across all disciplines and jurisdictions to have appropriate interfaces and 
relationships with other projects and initiatives known and unknown at this time. Additionally, the 
CIS maintains close liaison with the Commonwealth of Massachusetts Interoperability 
Committee to prevent duplication of efforts and to ensure the coordination of activities with the 
interoperability efforts of the Commonwealth's four other regional Homeland Security Councils.  
 
MOHS ensures that ongoing, planned, or proposed activities that may have implications for 
interoperability and are coordinated with the CIS. Such activities include: 

• Enhancement of the MBHSR's Emergency Operations Centers. 
• Development of the MBHSR's Homeland Security Integration Center. 
• Regional information sharing systems requiring infrastructure through which voice or 

data communications systems can be channeled. 
• Regional camera surveillance systems. 

 
Additionally, the CIS coordinates with bodies outside the MBHSR including federal, state, and 
regional agencies as well as the private sector. 
 
Outcome:  Through coordinating with other bodies working towards similar goals, the CIS 
identifies areas of mutual benefits, cost savings, and lessons learned.  
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Conclusion and Next Steps 
 

Conclusion and Next Steps 
 
This strategic plan provides the MOHS and MBHSR with a clear course of action to enhance 
regional public safety communications interoperability. MBHSR stakeholders carefully selected 
and developed the goals and initiatives in this strategic plan. This strategic plan was approved 
by the Commonwealth of Massachusetts and complies with state and federal guidelines. The 
MOHS is responsible for implementation of this strategic plan with support from the MBHSR. 
Successful implementation will close current gaps in interoperable communications and allows 
the MBHSR to realize their shared vision by achieving the following four results:   
 

1. Increased ability to use radio and data interoperability capabilities. 
2. The necessary training and understanding of procedures to coordinate an effective 

response to both inter-agency/jurisdiction and multi-agency/jurisdiction incidents. 
3. The necessary voice and data communications equipment for each jurisdiction to 

respond to a major critical multi-jurisdiction or multi-discipline event. 
4. Improved prevention, protection, preparedness, response, and recovery.  

 
As evidenced by the creation of this strategic plan, the partnerships that were formed by the 
members of the Communications Interoperability Subcommittee have proven effective and will 
be sustained as part of the governance structure that will support implementation. These 
partnerships, as well as the four principles used during the strategic planning process – 
practitioner-driven, ensuring consensus, focusing on regional thinking, and addressing all 
elements of communications interoperability – are critical during implementation. 
 
Implementation involves active management of this strategic plan including re-positioning of 
priorities when necessary, streamlined processes to procure and deliver equipment and training 
to the region, tracking of initiative status and mitigation of potential challenges or barriers that 
may hinder success. This strategic plan will be reviewed often by MOHS and may be adjusted if 
necessary to meet the evolving communications interoperability needs of the MBHSR.  
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Appendices 
 

APPENDICES 

Appendix A:  Terms and Definitions 
 
Base Station Communication equipment that provides two-way communications. 

Base stations have an internal power supply, require an external 
antenna and are routinely found at dispatch centers, police stations 
and fire stations. 
 

Channel Plan A plan that associates radio frequencies to designated slots (locations) 
in two-way radios (see base station, portable radio and mobile radio).  
 

Communications 
Interoperability 

The ability of public safety agencies to talk across disciplines and 
jurisdictions using radio communications systems, exchanging voice 
and data on demand, in real time, when needed, and as authorized. 
 

Command and Control Operations performed by or at command posts, dispatch centers, 
emergency operations centers (EOCs), or facilities that perform similar 
functions. 
 

Communications 
Interoperability Subcommittee  

MBHSR group that addresses public safety communications 
interoperability issues in MBHSR. Its members include practitioners 
from law enforcement, fire service, and emergency medical services 
(EMS). In addition, state representation included the Massachusetts 
State Police (MSP), the Massachusetts Port Authority (Massport) and 
the Massachusetts Bay Transportation Authority (MBTA). Regional 
representation includes the Greater Boston Police Council which 
governs the Boston Area Police Emergency Radio Network 
(BAPERN); MetroFire, a regional fire service mutual aid network; and 
the Boston Central Medical Emergency Direction (CMED), a regional 
ambulance-to-hospital communication system. 
 

Console Equipment Equipment that is found in a dispatch center and used for receiving 
calls for assistance and dispatching police, fire and EMS personnel to 
the scene. 
 

Crossband Repeater Radio retransmission equipment that receives a transmission on one 
frequency band and retransmits the transmission over another 
frequency band. An example is receiving a transmission on the VHF 
band and retransmitting out on the UHF band (see repeater). 
 

First Responder Field emergency response personnel in the law enforcement, fire 
service, and EMS disciplines. 
 

Homeland Security Grant 
Program 

Facilitates the organization, coordination, and management of state 
and local homeland security funding and prevention, preparedness, 
and response efforts across the nation, and helps ensure that all 
available federal homeland security funding is leveraged for maximum 
impact. 
 

Jurisdiction Points of Contact  Individuals who serve as the primary homeland security point of 
contact for each jurisdiction in MBHSR, and provide oversight for all 
disciplines within their jurisdiction. 
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Mayor’s Office of Homeland 
Security 

Coordinates the inter-disciplinary efforts of City of Boston Departments 
and those of neighboring towns and cities in MBHSR to effectively 
prevent, protect, prepare for, respond to, and recover from incidents of 
terrorism. 
 

Metro-Boston Homeland 
Security Region  

Includes nine jurisdictions:  Boston, Brookline, Cambridge, Chelsea, 
Everett, Quincy, Revere, Somerville, and Winthrop. 
 

MetroFire Association of 34 metropolitan Boston fire departments that provides 
coordination of mutual aid response to improve the effectiveness of 
fire services. 
 

Mobile Radio A vehicular mounted communication device that provides two-way 
communications. Mobile radios require both an external power source 
and antenna.  
 

Mutual Aid An agreement among agencies to provide assistance to one another 
to most effectively respond to an emergency incident. 
 

Multi-band Channel A set of radio frequencies on different bands (channels) that are linked 
together for the purpose of receiving and transmitting the same radio 
message over multiple channels. 
 

National Incident Management 
System 

A national framework for incident management developed by the U.S. 
Department of Homeland Security. NIMS integrates effective 
emergency preparedness and response practices into a 
comprehensive framework that enables responders at all levels to 
work together more effectively to manage domestic incidents 
regardless of cause, size, or complexity. (www.fema.gov/nims/) 
 

National Tactical Channels Radio frequencies (channels) that have been authorized by the 
Federal Communications Commission for use as tactical 
interoperability channels by state and local public safety agencies.  
 

Office of Domestic 
Preparedness 

A component of the U.S. Department of Homeland Security's Office of 
State and Local Government Coordination and Preparedness 
(SLGCP). SLGCP is the federal government's lead agency 
responsible for preparing the nation against terrorism by assisting 
states, local and tribal jurisdictions, and regional authorities as they 
prevent, deter, and respond to terrorist acts. (www.ojp.usdoj.gov/odp/)  
 

Portable Radio A hand-held communication device that provides two-way 
communications. Portable radios do not require either an external 
power source or antenna.  
 

Redundancy Refers to a communication system’s ability to maintain operational 
after losing critical infrastructure. Examples would be redundant 
repeater sites or redundant communication links between sites.  
 

Repeater Radio retransmission equipment used to provide coverage across a 
wide area. 
 
The U.S. Department of Homeland Security umbrella program to help 
local, state, tribal, and federal public safety agencies improve public 
safety response through more effective and efficient interoperable 
wireless communications. (www.safecomprogram.gov) 

SAFECOM 

MBHSR Communications Interoperability 
5-Year Strategic Plan 

54 

http://www.fema.gov/nims
http://www.ojp.usdoj.gov/odp
http://www.safecomprogram.gov


Appendices 
 

Subscriber Equipment End-user communication equipment such as portable and mobile 
radios or mobile data terminals/computers. 
 
Refers to a radio systems ability to survive natural and man-made 
events or incidents. Examples would be a radio site’s ability to survive 
high winds or terrorist attack on the site. 

Survivability 

Sustainability  
Refers to a radio system’s ability to be self-sustaining in the event 
commercial services are lost. One example would be a generator 
backup that would provide necessary power in the event that 
commercial power was lost.  
 

Tactical Interoperable 
Communications Plan 

A requirement of the federal Department of Homeland Security to 
ensure regions receiving federal funding for communications 
interoperability initiatives have the ability to achieve tactical 
interoperable communications across jurisdictions in the urban area 
and test the plan through exercises. 
 

Telecommunicators Individuals whose primary duties include receiving and processing 
emergency and non-emergency calls for police, fire, or EMS requests 
received through the 9-1-1 system. Telecommunicators may also 
function as dispatchers of public safety agencies and are responsible 
for the dispatch and coordination of public safety resources. 
 

Urban Area Security Initiative A Department of Homeland Security program that provides financial 
assistance to address the planning, equipment, training, and exercise 
needs of high risk urban areas. UASI assists these areas in building 
an enhanced and sustainable capacity to prevent, protect, prepare for, 
respond to, and recover from threats or acts of terrorism. 
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Appendix B:  Acronym List 
 
BAMA Boston Ambulance Mutual Aid Channel 
BAPERN Boston Area Police Emergency Radio Network 
CIS Communications Interoperability Subcommittee 
CMED Boston Central Medical Emergency Direction 
DHS United States Department of Homeland Security 
CP Command Post 
EOC Emergency Operation Center 
EOPS Massachusetts Executive Office of Public Safety 
EMS Emergency Medical Services 
HSGP Homeland Security Grants Program 
JPOC Jurisdiction Point of Contact 
LARTCS Los Angeles Regional Tactical Communications System 
Massport Massachusetts Port Authority 
MBHSR Metro-Boston Homeland Security Region 
MBTA Massachusetts Bay Transportation Authority 
MOHS Boston Mayor’s Office of Homeland Security 
MOU Memorandum of Understanding 
MSP Massachusetts State Police 
MWCOG Metropolitan Washington Council of Governments 
NIMS National Incident Management System 
R/F Radio Frequency 
RFP Request for Proposal 
P-25 APCO Project 25 
SOP Standard Operating Procedure 
TAC National Tactical Channel 
TICP Tactical Interoperable Communications Plan 
UASI  Urban Area Security Initiative 
UHF Ultra High Frequency 
VHF Very High Frequency 
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Appendix C:  MBHSR Communications Interoperability Initiatives - July 27th, 2005 
    Discipline         

  INITIATIVES LE FS EMS Cost 
Technical 

Complexity Timeline 
Reason for 
Pre-select 

PRE-SELECTED INITIATIVES:  
1A Min. Subscriber Equip. Requirements X X X 0 Low  Dependency 
1B Regional Channel Plan X X X $ Low  Dependency 
1D SOPs & MOUs for Existing Capabilities X X X $ Low  NIMS 
1E Comm. Training and Exercises Program X X X $$ Low  NIMS/TICP 

1F Formalize Process for Policies & Procedures & 
Training for New Equipment X X X $ Low  NIMS 

2A Policies and Procedures for WebEOC X X X $ Low  NIMS 
2B Maintenance of Data Warehouse X X X $ Low  TICP 

3A Operability X X X $$ - 
$$$ Low  Dependency 

3F Other Spectrum Resources X X X $ Medium  Dependency 

3K Improve Redundancy of Existing Site 
Connectivity X X X $ Medium  High Risk 

           

OPEN INITIATIVES:        
1. Improve Communications and Information Management 
1C Command Post Standards X X X $$ Low   
2. Increase Ability to Manage Resources 
2C GPS/AVL Tracking X X X $$$ Medium   
3. Increase Communications Capability and Capacity 
3B MetroFire Support  X  $$ Low   
3C UASI Channels X X X $$$ Medium   
3D BAMA Region Wide Expansion   X $$ Medium   
3E TV Channel Reallocation X X X $ Medium   

3G Minimum Wireless Data Capability X X X $$ - 
$$$ Low   

3H Additional Receive Only Sites for BAPERN X   $$ Low   
3I BAPERN Tactical Channel Build-out X   $$ Low   
3J MetroFire In-Building/Below Ground Coverage X X X $$ Medium   
4. Increase Interoperability Capabilities 
4A UHF Radios for VHF Fire  X  $ Low   
4B Radio Cache X X X $$ Low   
4C Tactical Cross Band Repeaters X X X $-$$ Low   
4D Additional Radios in Dispatch Centers X X X $ Low   
4E VHF Fire Depts. to UHF  X  $$ Low   
4F Enhanced In-Tunnel Coverage X X X $$ High   
4H Mobile Command and Operational Vehicles X X X $$ Low   
4T Regional/Sub-regional Trunking System X X X $$$$ High   
5. Increase Data Interoperability 
5A Regional Incident Information System X X X $$$ High   
5B Regional Notification System X X X $-$$ Low   
5T Broadband Wireless Capabilities X X X $$$$ UNKNOWN   
5Z1 CJIS Connectivity Upgrade X   $$ Low   
5Z2 Consolidation of Video Systems X X X $$$ High   

5Z3 Mobile Access to Regional Data X X X $$ - 
$$$ Medium   
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Appendix D:  2005 MBHSR Communications Interoperability Subcommittee Roster 
 

Jurisdiction Discipline Voting 
Member Name 

    
Boston LE X Athena Yerganian 
 
Brookline LE X Officer Scott Wilder 
 

LE  Dan Wagner 
FS  Glen Turner Cambridge 

PSC X Director George Fosque 
 
Chelsea LE  Sgt. John Cowhig 
 FS  Captain John Quatieri 
 FS X Deputy Chuck Fothergill 
 

LE  Patrick Johnston Everett FS X Scott Wortman 
 

FS X – Vice Chair Inspector Jay Mazzola Revere EM  Steve Staffier 
 
Quincy EM X Director Thomas Gorman 
 

FS X Chief Thomas Graney Somerville PSC  Joseph Voutour 
 
Winthrop FS X Captain Paul Flanagan 
 
BAPERN LE  David Troup 

EMS  Supt. Brendan Kearney CMED EMS  Elliot Derdak 
Mass. / 
EOPS LE  Blair Sutherland 

Massport PSC  Bryan Corbett 
MBTA LE  Sgt. Chris Cowley 
MetroFire FS Chair Chief Gerald Reardon 
 
MBHSR Mgmt.  David Bibo 
 
Key: 
 

EM = Emergency Management 
EMS = Emergency Medical Services 
FS = Fire Service 

LE = Law Enforcement 
PSC = Public Safety Communications 
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