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I. Purpose:  The purpose of this policy is to clearly outline the application and use of the 

telecommunications and automated systems utilized by this department, to include the 

following: 

 

 Telephone Systems and Telephone Console 

 

 E-9-1-1 Telephone System 

 

 In-House Computer System (Microsystems)  

 

 Criminal Justice Information System (CJIS) 

 

 Voc (Zetron) alarm 

 

 Burglar/Sewer Alarm board 

 

 Fire Alarm Board 

 

 

II. Policy:  Members of this agency are not permitted to use any of the telecommunications 

systems or associated equipment for their own personal use, except where specifically 

noted within this policy.  Further: 

 

A. Training Requirements:  If a member of this agency has not been trained and 

checked out on the use of the equipment, then that individual will not be 

permitted to use said equipment. 

 

 

B. Security Clearances:  If a member of this agency has not received security 

clearance to use equipment requiring such precautions, then that individual is 

prohibited from using said equipment. 

 

C. Adherence to Policy:  All members of this agency are required to strictly adhere 

to this policy as it relates to the access and use of telecommunications systems 



 

and associated equipment. 

 

 

 

III. GENERAL GUIDELINES AND CONSIDERATIONS:  In order to effectively 

manage and control the access and use of the various telecommunications systems and 

equipment within the communications center, certain precautionary steps need to be 

established.  So that the integrity of the equipment associated with the 

telecommunications systems is preserved, all members of the department are required to 

adhere to the policies set-forth within this guideline, as it pertains to the various systems 

discussed. 

 

The desk operations manual will contain a list of vendors and holders of service contracts 

for maintenance of the communications equipment. This is attached to this policy as 

Appendix A. 

 

 

 

IV. TELEPHONE SYSTEM: 
 

 A. Access of the Telephone System:  The department's telephone system has been 

setup with the main console located on the Communications Desk. 

 

1. Police Department Extensions:  To reach any of the extensions within the 

telephone system, the caller needs only to dial the three digit extension 

number. Extension for department voice mails are officer’s ID numbers 

prefixed by the number 3. 

 

2.  Town of Westwood centrex numbers: Most offices within town can be 

reached using a 4 digit centrex extension. To dial town internal numbers, a 

single 9, then the extension must be dialed. The operator will hear a dial tone 

after the initial 9. 

 

2. Outside Extensions:  To obtain an outside line, the caller must dial a 9 to get 

outside the internal police phone system, then another 9 to obtain an outside 

line, then dial the desired number. There is no dial tone after typing 99. 

 

 

 B. Use of the Telephone System:  The telephone system may be used for official 

business only, with the limited exception of personal calls made by department 

personnel, providing they are within the local telephone district and the calls do 

not interfere with that individual's performance of duty. 

 

1 . Collect Telephone Calls:  Collect telephone calls will only be accepted if the 

call involves official business with the police department. 

 



 

2. Chargeable Service Calls:  Chargeable service calls such as, directory 

assistance calls (411), time of day, etc., may only be made if it is in 

connection with official business of the agency, and only if the information 

can not be obtained through another resource.  Chargeable service calls shall 

not be made for personal reasons at any time. 

 

 

 C. Reporting Repairs or Malfunctioning Equipment:  All reports involving the 

repair of telephone equipment or malfunctioning telephone equipment will be 

channeled through the Communications Desk.  Whenever there is a major 

malfunction of the police department's telephone equipment, it shall be 

immediately reported to the duty shift commander, and a log entry created using 

the “ADM” Admin (Fingerprint/Eq/Roster) call reason.  The following 

procedures will be followed when dealing with equipment in need of repair: 

 

1. Major Malfunction of Telephone System:  The Shift Commander will be 

made immediately aware of any major malfunction of telephone equipment 

which impedes the normal operation of the telephone system. 

 

a. A log entry created to log the malfunction. The desk officer will be 

responsible for noting all notifications that were made, along with the 

times of these notifications. 

 

b. The desk officer will notify our phone vendor about the malfunction. The 

vendor will either be Logic Communications, 1-508-634-1014 for an 

internal problem, or Verizon, 1-800-837-4966, for an external problem. 

Trying to send a fax or picking up the fax line will tell you whether it is an 

inside or outside problem. No dial tone on the fax lines is a Verizon issue. 

 

c. If the malfunction is such that it seriously impedes with normal telephone 

operations, the shift commander will also be responsible to see that the 

following individuals are notified: 

 

 Chief of Police (or his representative) 

 

 The On-Duty Fire Officer 

 



 

V. E-9-1-1 TELEPHONE SYSTEM 

 

A. Purpose of the E-9-1-1 Telephone System: Enhanced 9-1-1 has been 

implemented in Massachusetts to improve the delivery of public safety services to 

the public by adding location identifiers to stationary telephones and to allow the 

public an easily remembered number for single point of contact with emergency 

services. 

 

 

B. Access to E-9-1-1 System and E-9-1-1 Records: All personnel must be certified 

as E911 call takers before accessing the E-9-1-1 system, in a course certified by 

the State Emergency Telecommunications Board (SETB). The print outs of E-9-

1-1 calls and the information on the E-9-1-1 console screens are not criminal 

history information, but often contain unlisted or non-published telephone 

numbers, and will be treated with the utmost confidentiality by members of the 

department. 

 

 

C. Use of the E-9-1-1 System: The E-9-1-1 system will be used in accordance with 

the policies and procedures outlined in 910 – Processing E-9-1-1 Calls.  

 

 

D. E-9-1-1 System Malfunctions: All equipment malfunctions should be reported to 

the police officer in charge and the E-9-1-1 service response center (SRC). The 

telephone number to access the SRC is 1-800-911-HELP. A log entry regarding 

the equipment malfunction should be initiated using the ADM - Admin 

(Fingerprint/Eq/Roster) call reason. Planned responses to major malfunctions are 

also outlined in 910 – Processing E-9-1-1 Calls. 

 

 

 

VI. IN-HOUSE COMPUTER SYSTEM: 

 

 A. Purpose of the In-House Computer System:  The purpose of the in-house 

computer system is to serve as the central source for all essential record keeping 

functions of the police agency to include, but not limited to the following: 

 

1. Computer Aided Dispatch Capabilities 

 

2. Documented Incident Files 

 

3. Master Name Files 

 

4. Warrant & Restraining Order Record Files 

 

5. Administrative Records 



 

6. Property & Evidence Record Keeping 

 

7. Alarm Accountant Records 

 

8. Traffic Accident/Citation Records 

   

9. Post-Arrest or Booking Files 

 

10. National Incident-Based Reporting System (NIBRS) 

 

 

 B. Access to the In-House Computer System:  Only those members of the 

department who have been assigned a user-id and password are permitted to 

access the in-house computer system.  Information obtained from the computer 

system may only be used for official purposes only.  No member of this agency is 

permitted to use or release any information contained within the in-house 

computer system for any personal purposes whatsoever. 

 

1. Releasing Information to Other Agencies:  Only that information which an 

agency is entitled to have from our records system may be released from this 

agency. 

 

2. Master Name File Records:  Information pertaining to individuals who are 

listed in the agency's master name file may only be released to another 

criminal justice agency.  Other entities or individuals who are not normally 

entitled to this information may not receive it, unless specific permission has 

been obtained from the Police Chief’s Office to release such information to 

any other entity or individual. This pertains especially to master name 

information with criminal history information attached, or patient records for 

fire department ambulance runs. Information may be given to the fire 

department to complete their patient information. 

 

3. Unauthorized Use of the Records System:  Individuals who are not members 

of this agency are strictly prohibited from having direct, unsupervised access 

into the agency's automated records. 

 

4. Computer System Training:  Only those officers or members of the 

department who have been trained and checked out on the computer system 

may have direct access to the computer system. 

 

 

 C. Computer System Security:  User-ids have been assigned to each member of the 

police department.  Each user-id has been assigned a security level. The security 

level determines the extent of a user’s access to records in the system, and 

whether they have read, write, change, and delete access to records.  The security 

level of the user-id is under the direct control and authority of the Chief of Police. 



 

It is the policy of the department to allow all members of the department read 

access to records unless there is a compelling reason to shut it off. 

 

1. User-ids:  Each member of the department is to make every effort to maintain 

control over their own user-id and password.  No individual is to give their 

password to another, nor are they permitted to use the user-id and password of 

another. 

 

2. Higher Level Security Access:  Officers who do have access to high level 

security programs, such as Personnel Files, User-id Files, Maintenance Files, 

etc. are not permitted to allow others who are unauthorized to have access to 

these programs, nor are they permitted to access or release information from 

these files without the expressed permission of the Chief of Police. 

 

3. Logging Off the System:  Once an individual has completed his/her 

transaction with the system, that individual is required to log off from the 

system.  At no time will a terminal session be left active when the terminal has 

been left unattended, nor left active for the purpose of allowing another 

individual to use the system. 

 

4. Compromised Passwords:  Any time a password has been compromised, 

believed to have been compromised, or lost where someone else may gain 

access to it, the individual involved shall immediately report this to the 

Administrative Lieutenant.  Depending on the circumstances of the incident, 

the Administrative Lieutenant may require the reporting individual to submit a 

written report concerning the incident.  The compromised password will be 

canceled and a new password will be assigned. Losing or giving a password 

may impact that user’s system clearances. 

 

5. E-mail: All users of the computer system have access to departmental e-mail. 

All members of the department are expected to follow the same rules and 

regulations regarding courtesy and respect to other members of the department 

in e-mail that they follow when in person.  

 

 

 D. Reporting System Malfunctions:  Any time an individual discovers that the 

computer system or the equipment that they are using is malfunctioning, it will be 

reported to the officer in charge, and e-mail sent to the system administrator. 

 

1. After Hours Malfunctions:  If the computer system malfunctions after the 

normal working hours of the system administrator, communications will 

notify the Shift Commander of the malfunction. 

 

a. Once notified, either the officer-in-charge or one of his designees will 

determine whether the computer company servicing the system should be 



 

notified, or make a determination as to whether the problem can wait until 

the system administrator can attend to the problem. 

 

b. Assignment of call number:  Whenever the computer system malfunctions, 

the desk officer will assign a case number to the incident, utilizing the 

appropriate ADM “Admin (Fingerprint/Eq/Roster)” call reason. A written 

record will be maintained in the event it is the CAD system that has 

malfunctioned. 

 

 

 

VII. CRIMINAL JUSTICE INFORMATION SYSTEM (LEAPS): 
 

 A. Purpose of CJIS Computer System:  The purpose of CJIS is to provide the 

police department with automated Criminal Justice records maintained by the 

Federal Bureau of Investigation; Massachusetts Criminal History Systems Board; 

and other law enforcement agencies throughout the country.  In addition to 

retrieving records through CJIS, this agency has the ability to input information 

pertaining to wanted persons or stolen property, and other information pertinent to 

the law enforcement community.  The system also allows for directed automated 

communications with other users of the CJIS system in a timely and expeditious 

manner. 

 

 

 B. Access to the CJIS Terminals:  Direct access to the terminal is restricted as 

follows: 

 

1. Authorized Personnel:  Only those officers and other personnel who have 

been trained and checked out on the system may have direct access to either 

one of the two CJIS terminals. 

 

2. Release of Information:  Information obtained from the CJIS Computer 

System may only be disseminated to duly authorized criminal justice agencies 

or any other agency which has received authorization from the Criminal 

History Systems Board.  The foregoing will not preclude the continued 

dissemination of appropriate information to other governmental bodies on a 

"need-to-know" basis, or the furnishing of additional data as may be derived 

from law enforcement computerized systems. 

 

3. Operational Manuals & Guides:  Current operational manuals and guides that 

are to be used in conjunction with the CJIS Computer System, along with the 

proper syntax structures are maintained on the Communications Desk. 

 

4. Requests for Information:  Officers making requests for information from the 

CJIS Computer System will direct those requests to the desk officer in the 

absence of a cruiser laptop computer. 



 

 

 

C. Restrictions on Criminal History Records:  Criminal History Records are not 

public records.  This information is exempt from the Public Information Laws, 

and therefore is restricted to law enforcement applications only.  It is for this 

reason that the following guidelines will be strictly adhered to: 

 

1. Access to Criminal History Records:  Only sworn law enforcement officers 

and communications officers are entitled to Criminal History Records 

obtained from the CJIS Computer System.  Any officer taking possession of a 

Criminal History Record takes responsibility for maintaining adequate 

security measures in protecting such records from improper disclosure.  Once 

a record does not serve any useful law enforcement purpose, that record is to 

be destroyed. 

 

a. After being trained, each member of the department will be assigned a 

user-id and a password for access to the Board of Probation (BOP) file. 

 

b. Passwords are not to be shared. Release of Criminal Offender Records 

Information (CORI) to unauthorized sources has departmental, civil, and 

criminal penalties attached. Members of the department are responsible for 

maintaining the secrecy of their password, and are responsible for any 

information accessed via their password. 

 

c. If a member of the department suspects their password has been 

compromised or wishes to change their password for any reason, the CJIS 

representative to the department can change the password. 

 

2. Use of Criminal History Records:  Criminal History Records or the existence 

thereof, may only be used for the purpose of the furtherance of criminal 

investigations or as part of background investigations for employment in a 

Criminal Justice Agency.  Criminal History Records may not be used for any 

other purpose. 

 

3. Security of Criminal History Records:  Officers taking possession of a 

Criminal History Record are responsible for the security of the record and its 

final disposition.  Criminal History Records shall not be made part of any 

official police record or report.  Once officers no longer have need or use of 

the Criminal History Record, they will destroy the record. 

 

4. Release of Criminal History Records:  No individual who receives Criminal 

History Record information from any source may disseminate that 

information orally or in writing to any other agency or individual who would 

not otherwise be entitled to receive that information. 

 

5. Violations of this Section:  Because of the seriousness of its consequences 



 

when breaching the security and privacy of Criminal History Records, any 

violations of this section of this policy will represent a serious violation of the 

department’s rules and regulations and will be dealt with accordingly. 

 

 

 D. Use of CJIS Files:  As indicated in this policy and the policy entitled, 850 - 

Criminal Offender Record Information, information obtained from the CJIS 

Computer System is to be disseminated to Criminal Justice Agencies only. 

However, the agency has adopted the following guidelines as it pertains to the 

Registry of Motor Vehicle files: 

 

1. Motor Vehicle Ownership:  Motor vehicle ownership information shall not be 

disseminated to anyone who is not employed with a criminal justice agency. 

 

a. If a private citizen or representative of a business located in Westwood 

requests ownership information for a vehicle as a result of a complaint, an 

officer will be dispatched to verify the complaint in a police report. 

 

b. The exception to this will be any non-criminal justice agency for which 

this agency has written authorization from the Criminal History Systems 

Board to receive such information. 

 

c. Individuals requesting copies of their own driver's license records for 

purpose of establishing that they have a current driver's license may be 

provided, as long as the officer providing such information has positive 

proof of the requesting party's identification. 

 

2. Municipal Requests for Registry of MV Information:  Department heads or 

officials of other branches of government in Westwood requesting driver's 

license information or other terminal information, not germane to an official 

complaint, will be required to channel their requests through the Office of the 

Chief. 

 

3. Personal Use of CJIS Information:  Under no circumstances may an individual 

employed by this agency obtain any information from the CJIS Computer 

System that he/she intends to use or convert to his/her own personal use. 

 

 

 E. Policies & Procedures Pertaining to CJIS: All personnel who are authorized to 

use the CJIS terminal are bound by those policies and procedures that have been 

issued by either the Federal Bureau of Investigation and/or the Criminal History 

Systems Board.  Any violations of these policies and procedures will be 

considered as a serious infraction of the department’s rules and regulations. 

 

 



 

VIII. VOC (ZETRON) NOTIFICATION SYSTEM: 

 

A. Purpose of the Voc-Alarm: The Voc-alarm is the primary system in place for the 

notification of Fire/EMS, supplemented by the radio system for contacting 

officers and units out of the station and the normal telephone system. The Voc- 

alarm sounds an alarm and turns on the lights in the fire stations and acts as a 

public address system to stations one and two. Stations one and two can also talk 

back to the communications center via a handset within a certain time of 

activation, but cannot hear each other when talking to communications.  

 

 

B. Access to the Voc-Alarm: All members of the department that have been trained 

in desk operations have access to the Voc-alarm.  

 

 

C. Use of the Voc-Alarm: As mentioned, the Voc-alarm is used to notify stations 

one and two of fire and EMS calls for service. The steps for activating and use of 

the voc are as follows: 

 

1. Press the button labeled ALL STATION. This is annotated with the note 

“ON” next to it, and is the button in the lower right corner of the Voc-alarm 

board. This activates the lights and audible alarm in the fire stations. This also 

causes the light emitting diodes (LED) on the two buttons in the upper left 

corner of the board to start flashing. Each of these buttons has two LEDs, 

green on the top and yellow on the bottom. 

 

2. When the LEDs stop flashing in unison, the alarm has been send to the fire 

stations and the announcement should be made. The announcement is made 

by pressing and holding down the VOC ALARM button, located just above 

the VOC ALARM label on the radio console. 

 

3. The announcement of the call to the fire stations should follow the outline in 

955 - Processing Fire-Related Calls, but will generally take the form of 

announcing the kind of call for service and the location. Repeating both the 

type and the location is recommended practice. 

 

4. The fire officer will use the intercom to inform communications which 

apparatus will be responding to the call for service. 

 

5. Communications should press the VOC button and repeat the assigned 

apparatus to both stations. Station two cannot hear what assignments have 

been made without this repetition. 

 



 

6. Stations one and two acknowledge the receipt of the instructions by hitting a 

button on their sets in each station, which will turn off both blinking lights on 

the buttons labeled Station 1 or Station 2 on the voc board. In the event they 

do not do this, the blinking lights can be turned off by pressing the ALERT 

OFF button and then the station button that is still blinking. 

 

 

D. Voc-Alarm Malfunctions: In the event of a malfunction, the following steps 

should be taken: 

 

1. A log entry using the ADM – Admin (Fingerprint/Eq/Roster) call reason 

should be created. The log entry should detail sufficient details of the 

malfunction so that subsequent readers can understand the behavior of the 

malfunction. This serves the dual purpose of documenting the nature of the 

malfunction for the oncoming shift in the event is has not been repaired, but 

also allows the department to detect patterns of malfunctions.  

 

2. The on duty fire officer should be notified immediately, and other 

notifications made as he or she directs. 

 

3. The officer in charge of the shift at the police station should be notified, and 

any notifications that he or she directs shall be made. 

 

4. The vendor supporting the voc alarm will be contacted. This is currently L.W. 

Bills. Their phone number as of this writing is (800) 892-0275. Current 

contact information is also listed under fire alarm board vendor in the DHQ 

contact list. When a representative of the company is contacted, 

communications should obtain an estimated time of arrival for the repair and 

notify all effected officers in charge. 

 

5. The telephone and radio systems shall be used as backup for the duration of 

malfunctions in the voc alarm. 

 

IX. FIRE ALARM BOARD 
 
A. Purpose: The fire alarm board, located on the left section of the 

primary desk console, notifies communications of any fire alarms 
hard wired into the fire alarm system. It also notifies communications 
of any activation of STREET BOXES, the fire pull boxes located at 
strategic locations around town. 
 

 

B. Use of the Alarm Board: All the controls of the fire alarm board use 
buttons displayed on the main fire alarm console. The location of the 
alarm controls is displayed on the screen, but the screen itself is not 



 

a touch screen. A control is activated by breaking intersecting 
infrared light beams that intersect above the button display. Pressing 
harder on the screen will not activate the button. Upon reception of 
an alarm, the location of the alarm is displayed on the screen of the 
alarm board. The alarm is acknowledged by pressing the lower left 
button, which will either display “CLEAR” or “ACK.” Currently, street 
boxes and line boxes to the surrounding towns are also displayed on 
the alarm board. The location of the alarm also prints out on the 
fanfold paper in the holder on the board. Each round sent to the 
alarm board must be acknowledged or cleared. This entails 
approximately 5 keystrokes for each alarm on the clear/acknowledge 
button. 

 

Appropriate fire apparatus should be dispatched upon receipt of a 
fire alarm on the board, using the procedures outlined in policy 
entitled, #956 – FIRE ALARMS.  

 

 

C. Alarm board malfunctions: The current vendor for the fire alarm board is the 

L.W. Bills Company. Their contact number is available on the vendor list and in 

the Microsystems Rolodex.  The fire officer in charge and the police officer in 

charge should be notified and an appropriate call log entry created. 
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I. PURPOSE: 

 

Due to the nature of fire-related incidents and emergency medical services, radio 

communications for the Westwood Fire Department is an essential link between 

units in the field and the Westwood Public Safety Communications Center. This 

line of communication serves as a vital link between the two public safety 

departments and other various agencies the Fire Department interacts with. To 

ensure this form of communication is used in the most effective and efficient way, 

certain guidelines have been established to facilitate its use. 

 

I. POLICY: 

 

It is the policy of this department that all members adhere to proper radio protocol 

and procedures as established by the Federal Communications Commission 

(FCC) and to adhere to the guidelines that have been outlined within this and 

other related directives. 

 

II. GENERAL GUIDELINES AND CONSIDERATIONS: 

 

As the holder of a license from the Federal Communications Commission  FCC), 

the department is required to adhere to certain rules and regulations as they 

pertain to the use of the radio network. The radio network not only facilitates 

maintaining constant radio communications between members of the departments 

and the communication center, but also allows for direct communications with 

other agencies. The Boston Area Police Emergency Radio Network (BAPERN), 

of which the police department is a member, has rules that require clear speech 

communication be utilized at all times. Given the proven usefulness of this 

guideline, clear speech with a minimum of codes should be used on all radio 

channels utilized by the communications center. “Terms of art” are not codes, but 

specialized vocabulary understood by all parties involved in the radio system, and 

are acceptable for use in the radio system. Operations are more efficient and 

firefighter safety is enhanced when dispatchers, fire officers, and fellow 

firefighters know the status of teams, their locations, the nature of the incident, 

and developments in the current situation. For clarity and to insure understanding, 



 

the communications center will relay and repeat the gist of communications both 

to insure clear understanding and to relay the situation to other units with a 

stronger signal and less background noise. 

 

III. GENERAL OPERATING PROCEDURES: 

 

A. Use of Codes During Radio Transmissions: For the purpose of streamlining 

radio communications, reducing the need to repeat messages, and provide for 

clear understanding of all radio messages users of the system are not permitted 

to use any kind of codes or unit identifications other than those authorized or 

as follows: 

 

1. Phonetic Alphabet: A phonetic alphabet has been adopted by the agency 

for the purpose of clarifying alpha messages that are part of radio 

communications. 

 

2. Designation of the Communications Center: The Public Safety 

Communications Center will be identified as "WESTWOOD FIRE". 

Whenever firefighters are attempting to contact the Communications 

Center, they will address the station as "WESTWOOD FIRE". The 

communications desk will identify itself as "WESTWOOD FIRE" when 

broadcasting to other units. 

 

3. Station Identifiers: The main fire station will be referred to as Station 1 

and the Islington Fire Station as Station 2. 

 

4. Vehicle Identifiers: Each vehicle has been assigned a unique vehicle 

identifier. When calling a unit, the unit calling will first identify itself and 

then identify the unit being called, as indicated in the following examples:  

 

"WESTWOOD FIRE TO WESTWOOD ENGINE 5"  

 

"WESTWOOD CAR 3 TO WESTWOOD ENGINE 1" 

 

Town identifiers may be dropped when dealing with strictly intra-town 

incidents, but are required when any multiple agency incident is occurring. 
 

5. Portable Radio Identification: Portable radios shall identify themselves as 

the units they are operating from. So, Engine 5 is Engine 5 whether on 

portable or on mobile. 

 

6. PRO Words and Their Meanings: Pro words are pronounceable words or 

phrases that have been assigned meanings for the purpose of expediting 

the handling of messages on channels where radio procedure is employed. 

The following pro words are authorized for general use: 

 



 

a. AFFIRMATIVE: You are correct or what you have transmitted is 

correct. 

 

b. CORRECTION: An error has been made in this transmission. 

 

c. OVER: This is the end of my transmission to you and a response 

is necessary. Go ahead; transmit. 

 

d. NEGATIVE: No; that is not correct. 

 

e. RADIO CHECK: What is my signal strength and readability, i.e., 

how do you hear me? 

 

f. RECEIVED: I have received your last transmission satisfactorily. 

As part of the process, the gist of the message should be repeated 

back to the transmitting unit to insure clear understanding on the 

communications side and so that other responding apparatus can be 

updated on the status of other units. 

 

g. REPEAT/SAY AGAIN: Repeat all of your last transmission. 

 

h. TO: The addresses whose designation immediately follows are to 

take action on this message. 

 

EXAMPLE MESSAGES: 

 

Initial Call: "WESTWOOD FIRE TO ENGINE 2" 

 

Response: “ENGINE 2" 

 

Response: "YOUR HYDRANT LOCATION IS 1516 HIGH 

STREET, BY STANFORD DRIVE" 

 

Response: "RECEIVED, HYDRANT AT 1516 HIGH STREET" 

 

OR 

 

Initial Call: “CAR 3 TO WESTWOOD FIRE" 

 

Response: "WESTWOOD FIRE" 

 

Response: "PLEASE PUT ON A FULL RECALL FOR STATION 

COVERAGE" 

 

Response: “RECEIVED, CAR 3, PUTTING ON A FULL 



 

RECALL FOR STATION COVERAGE.” 

 

B. Radio Channel Designations: There are five principal radio channels that 

comprise the core of the Fire Department’s radio system. The 

Communications Center also has the capability of monitoring and transmitting 

on the fire channels of surrounding cities and towns. The designations are as 

follows: 

 

1. Channel 1 is the primary radio channel for the Westwood Fire Department 

and is used for all normal and routine fire and EMS traffic. Most 

surrounding communities that respond to Westwood for mutual aid have 

the capability of switching to channel 1. 

 

2. Channel 2: Channel 2 is channel 1 without the repeater being activated. 

The communications center will not generally be able to receive channel 

2, and it is not currently used. This channel can be accessed via the 

SPECTRA Radio at the communications center. It is also referred to as 

Channel 1 on direct. 

 

3. Norfolk County Control: Norfolk County control is used to coordinate 

multiple agency responses when needs are in excess of the typical run 

cards or normal mutual aid units from surrounding towns are unavailable. 

Norfolk County Control also designates a ground channel use during the 

fire. 

 

4. Fire Ground Channels 2 through 5: is also referred to as FIRE GROUND, 

COUNTY FIRE or COUNTY FIRE GROUND. A fire ground channel 

is assigned for the duration of an incident by Norfolk County Control. 

Once a channel has been assigned, dispatch will inform units what the 

ground channel is when they arrive at the incident scene. Dispatch should 

request a fire ground channel assignment for any fire designated a working 

fire or above, or at the request of the incident commander. Fire ground 

channels are available through the “Fire Backup” radio in dispatch. The 

channel should be changed to that fire ground channel on the radio and 

monitored for the length of the incident.  

 

C. General Guidelines for Radio Transmissions: Each unit is expected to 

adhere to the following general guidelines as they pertain to routine radio 

transmissions: 

 

1. Signing on the Air: At the beginning of a call for service, the radio 

operator of the vehicle will "sign-on" by contacting the communications 

center, using the established radio protocol. An alternate method is for the 

first unit on the air from each station to sign on for multiple units. 

 



 

2. Signing off the Air: Upon the arrival at the scene of the incident, each 

responding unit will contact the communications center and inform them 

that they have arrived. 

 

3. Apparatus Radio Identification: All firefighters will use the assigned 

vehicle number as their radio identifier, whether on the mobile radio in the 

apparatus or on a portable radio. As indicated earlier, Westwood 

Communications will be identified as "WESTWOOD FIRE." 

 

4. Adhering to FCC Regulations: All personnel shall adhere to all FCC 

regulations as it pertains to radio transmissions. 

 

5. Personal Use of Radio System: At no time will any member of this 

department make use of the radio system or its equipment for his/her own 

personal use which is not of an official nature. 

 

6. Sensitive Radio Communications: Communications officers must always 

be aware of the fact that all radio communications are being monitored, 

therefore: 

 

a. All users of the radio system are expected to conduct themselves in 

a professional decorum in all radio communications. 

 

b. All radio communications that are not of a professional or official 

nature, or restricted, or of a sensitive nature shall not be broadcast. 

 

c. All sensitive or lengthy communications should be conducted by 

telephone or some other protected form of communication. 

 

d. No patient names or identifiers should be transmitted over the 

radio for patient confidentiality reasons. 

7. Unauthorized Radio Transmissions: Under no circumstances may anyone 

make any radio transmissions that are not of an official nature, or contrary 

to normal acceptable practices. 

 

8. Radio Communications Civility: All personnel are expected to be 

courteous to each other and demonstrate a certain acceptable level of 

civility to each other. 

 

9. Lengthy Radio Communications: As a general practice, radio users should 

refrain from lengthy "plain language" radio communications. 

Communications of this nature should be shifted to telephone 

communications or some other form of communication, if possible. 

 

10. Radio Acknowledgment: Whenever a radio transmission is made, the 

party for whom the transmission was intended must acknowledge the 



 

transmission clearly, using the “RECEIVED" when appropriate. In 

addition, users should paraphrase back to the sending party the content of 

any non-trivial transmission. 

 

Paraphrasing the content of the transmission has two purposes. The first is 

to assure the message has been received clearly, and the second is so the 

contents of the message are repeated so other receivers can properly 

understand the transmission. 

 

D. Procedures for Routine Radio Transactions: Unless there are extenuating 

circumstances, all radio users are expected to adhere to these procedures when 

speaking on the radio: 

 

1. Introductory Radio Transmission: Whenever a radio transmission is about 

to take place, whether it is between the communications center and mobile 

units, or between mobile units, the user initiating the transmission will 

first identify him/herself with the appropriate identification number and 

call the unit number the party wishes to speak with. 

 

2. Radio Transaction: If the unit called does not respond, then the unit 

initiating the transmission will continue to attempt to contact the unit, until 

the unit acknowledges the transmission with their radio identification 

number. Once the introductory transmission has been acknowledged, the 

unit initiating the transaction will continue with the radio transmissions 

upon acknowledgment. If a unit initiates the call or message, control will 

acknowledge by repeating the unit call sign and indicating the unit “go 

ahead” or “stand by.” Go-ahead means that the unit should continue with 

its message. Stand by indicates the station is busy and will tell the unit to 

go when the station is available to receive the message. 

3. Breaking into Radio Transactions: Unless there is an emergent matter 

pending, all other units should wait until the transaction that was first 

initiated has reached a conclusion prior to initiating a radio transaction. 

 

4. Procedures during Emergency Dispatches: Once an emergency dispatch 

has been initiated by the desk officer or by a mobile unit, all other units 

should refrain from using the radio unless they are involved in that 

particular radio transaction. Often times when an emergency arises, the 

communications officer has a number of additional responsibilities to 

carry out when addressing the emergency. 

 

Exception: If an emergent matter does arise, the unit should alert the 

Communications Desk immediately following proper radio protocol. 

 

Examples of Emergency Situations would include: 

o Fire emergency dispatches 

o Medical aid emergency dispatches 



 

o Any Fire unit requesting assistance 

o A declaration of MAYDAY or URGENT TRAFFIC 

 

E. Use of Alternate Radio Channels: Units are not to use alternate radio 

channels unless permission has been first secured from the Fire Officer, or 

they have been directed to do so. 

 

IV. GROUP AND DEPARTMENT RECALL AND TONE OUT PROCEDURES 

 

A. Toning Out an Announcement: The following procedure is used to activate 

the remote paging system of the off duty firefighters, the Fire Chief and 

Deputy Fire Chief, and the department as a whole. For each call for service 

between the hours of 7:00 a.m. to 12:00 midnight, the Chief/Deputy Chief tone 

should be transmitted. In the hours between 12:00 midnight and 7:00 a.m., no 

tone is used except in the case of a recall. 

 

1. Select the appropriate group or groups to page. There are two clusters of 

buttons on the Motorola computer console. They are labeled Group 1, 

Group 2, Group 3, Group 4, Dep  Chief, and ALL CALL. As of this 

writing, group recalls should only be done at the instruction of a fire 

officer. All recalls should be directed to the ALL CALL group. Pressing 

the ALL CALL button on the console will transmit the ALL CALL page 

out on the primary Westwood Fire Department Transmitter. 

 

2. After the console has stopped sending out the alert tones, use the primary 

fire frequency to announce the appropriate recall. The announcement 

should have all of the information required to let both the recall group and 

the Fire Chief and Deputy Fire Chief know what is going on. 

 

EXAMPLE: 

“WESTWOOD FIRE TO ENGINE 5, ENGINE 2, CAR 

3.ANNOUNCING AN ALARM OF FIRE, 215 HIGH STREET. ENGINE 

2,YOUR HYDRANT IS DIRECTLY OPPOSITE 215 HIGH STREET.” 

 

 ”WESTWOOD FIRE TO THE HOME RECEIVERS, ANNOUNCING A 

BOX 12 RECALL FOR SMOKE IN THE HOUSE, 65 COBLEIGH 

STREET. THAT’S A GROUP 2, BOX 12 RECALL FOR SMOKE IN 

THE HOUSE, 65 COBLEIGH STREET.” 

 

”WESTWOOD FIRE TO THE HOME RECEIVERS, ANNOUNCING A 

FULL RECALL FOR A WORKING FIRE, 15 PERWAL STREET, 

BEARING SPECIALTY.” 

 

3. At the announcement of a working fire or any higher alarm level, the ALL 

CALL (full recall) should be toned out with each announcement. 

 



 

4. The Fire Officer may suspend toning of non-recall announcements. This is 

typically done during extremely high call loads, such as multiple low wire 

investigations. 

 

B. Toning out an announcement when the primary Westwood Fire radio 

transmitter is down. 

 

1. There is a second cluster of buttons on the Motorola radio console control 

screen labeled Group 1 Backup, Group 2 Backup, Group 3 Backup, 

Group 4 Backup, Dep Chief Backu, and ALL CALL Back. These 

buttons send out the designated tones on the primary channel chosen on 

the FIRE Spectra radio. The FIRE Spectra radio should be changed to 

the Westwood Fire frequency before the tone out buttons are activated. 

 

C. Sending out a page using the IMC CAD system upon any recall 

 

1. Dispatch should utilize the IMC Paging system on all recalls. This is 

accessed through the IMC Dispatch Console. The paging screen is started 

up when a dispatch console is started, labeled on the task bar at  the 

bottom of the screen as Imc Paging. If it has been closed, the screen can be 

brought up by choosing the Dispatch/Paging menu item from console 

screen 1. 

 

2. Click “Send New Page.”  In the box labeled “Message to be sent” enter 

the information you include in the recall announcement. 

 

3. Click on the “+FULL” in the left window so it is highlighted, then click 

the “Add recipient” button. The right window should populate with a list 

of names. 

 

4. Press the “Send Page” button. The bottom window will display the status 

of the pages being sent out. 

 

D. Automatic “BOX 12” Recalls: In any of the following situations, the 

communications officer is authorized to sound a full recall. This should be 

announced as a “Box 12” recall. 

 

1. A radio, telephone, or verbal report of any structure fire 

 

2. Visible smoke in a building 

 

3. Visible smoke from an appliance 

 

4. Smoke or fire from any fuel powered motorized vehicles in a garage or 

basement. (Cars, trucks, lawn mowers, snow blowers, motorcycles.) 

 



 

5. The Incident Commander may request a Box 12 recall at their discretion. 

 

6. An odor of smoke with no visible smoke is not a Box 12 recall, unless 

directed by the Incident Commander. 

 

E. Automatic Full Recalls: There are several situations where communications 

may request a full recall, though as a general rule the Incident Commander 

will notify them when this is required. These instances will tie up most if not 

all of the town’s apparatus for significant amounts of time. 

 

1. Any medical aid call that involves the use of a Med-Flight. 

 

2. Out of town mutual aid fire calls. (Assistance for rescues and line boxes 

should not tie up the apparatus as long as a fire incident.) 

 

3. Any time when there are extraordinary circumstances where additional 

manpower will be need. 

4. An Incident Commander may put on a recall at his discretion. 

 

V. SPECIFIC DISPATCH PROCEDURES: 

 

A. General Broadcast Procedures: To ensure that all personnel are made aware 

of general information broadcasts the guidelines outlined below will be 

followed: 

 

1. Notification of Responding Units: Whenever a general broadcast is about 

to be given out, or the broadcast is intended for multiple mobile units, 

each unit that will be involved in the broadcast will be contacted first. If 

the information is vital, the broadcast may be initiated when the unit who 

arrived first has acknowledged. An example of this would be new 

information there is a HAZMAT placard on a truck involved in a motor 

vehicle fire. 

 

2. Acknowledgment: Each unit contacted is to acknowledge the transmission 

before the actual broadcast is to be given out. If the unit making the 

broadcast cannot make contact with a particular unit after two attempts, 

then the communications officer will continue to contact the remaining 

units. 

 

3. General Broadcast: The communications officer will then make the 

broadcast and then enlist an acknowledgment from each of the units. 

 

B. Routine Radio Dispatch Procedures: As a matter of course, the 

communications officer will be responsible for dispatching fire apparatus to 

routine calls for service as follows: 

 



 

1. Responding Units: The communications center will contact the on duty 

Fire Officer via the voc alarm if in quarters, or by radio if on the road 

 

2. The designated units will be dispatched via Voc or radio, as appropriate. 

 

3. Requesting mutual aid responses: If Westwood apparatus are not 

available, the Communications Center will notify a surrounding town to 

request mutual aid. The most efficient manner of doing this is by 

transmitting to the Communications Center of the agency we are 

requesting aid from on their own channel, i.e. requesting an ambulance 

from Norwood Fire Department on Norwood Fire Department’s radio 

frequency. If unable to raise them via radio, use of the telephone is 

appropriate. 

4. Advising Communications of Arrival: Once a unit arrives at the location 

where it has been dispatched, the unit will advise the Communications 

Center of their arrival. 

 

5. Completion of the Call: As soon as the unit clears from the call for 

service, the unit is responsible for notifying the desk officer of his/her 

availability or if they will be out of service. 

 

6. Monitoring Radio Channels: It is the responsibility of the 

Communications Center to continuously monitor the Westwood Fire 

Department main channel. It is also the responsibility of the 

communications officers to monitor the radio frequencies from the towns 

of Norwood and Dedham to the best of their ability. Line boxes and calls 

for mutual aid are most frequent from these towns. However, it is the 

responsibility of the requesting town to notify Westwood Fire of the 

mutual aid request. 

 

C. Emergency Communications Procedures: There are several situations 

where special procedures are required for insuring the safety of responding 

units and the public. 

 

1. Urgent Message Traffic: In the course of normal operations, if a unit 

comes across a situation that requires immediate emergency response they 

may declare the message as URGENT TRAFFIC. Upon a declaration of 

URGENT TRAFFIC, the communications center will do their utmost to 

respond immediately to the radio transmission. 

 

EXAMPLE MESSAGE: 

 

Initial Call: “URGENT TRAFFIC. CAR THREE TO WESTWOOD FIRE. 

URGENT TRAFFIC” 

Response: “WESTWOOD FIRE” 

 



 

Response: “I HAVE A STRUCTURE FIRE AT 705 HIGH STREET, BAY 

STATE FEDERAL. I AM DECLARING A WORKING FIRE, PLEASE 

HAVE ENGINES 5 AND 2 RESPOND, PUT ON A FULL RECALL.” 

 

Response: “RECEIVED CAR THREE, YOU HAVE A WORKING FIRE AT 

705 HIGHT STREET, BAY STATE FEDERAL BANK, REQUESTING 

ENGINES 5 AND 2. PUTTING ON A FULL RECALL, NOTIFYING 

NORWOOD AND NORFOLK COUNTY CONTROL.” 

 

2. PAR (Personnel Accountability Report): The Fire Incident Commander 

may request a PAR when he deems it appropriate. A PAR is a roll call of 

all units on scene and a status report of the team members of each of those 

units. 

 

a. While it is the Incident Commander’s responsibility to keep track 

of units at the scene, and the commander should run the role call of 

units, the communications officer should note each unit as they 

respond to the PAR and keep track of any missing personnel. 

 

b. In the event the Incident Commander has neglected to ask the 

status of a unit, the communications officer should bring this to his 

attention. While the Incident Commander may have omitted that 

unit due to the unit being in his view, it is better to assure that a 

unit has not been overlooked. 

 

3. MAYDAY: A Mayday is a situation where an emergency responder 

identifies that he/she, or a member of his/her team, is lost, trapped, 

missing, disoriented or injured and in need of assistance. 

 

a. The trapped or in trouble rescuer shall (if possible) transmit a 

verbalmessage on the tactical channel to Command and 

state,“MAYDAY, MAYDAY, MAYDAY” The person 

transmitting the MAYDAY shall, if possible, advise the following: 

 

1. WHO THEY ARE: such as Interior Sector and number of 

members in distress. Identify the trapped/distressed 

member(s) by name if possible. 

 

2. LOCATION: such as floor, room, side of building, etc. Be 

as specific as possible. 

 

3. PROBLEM: such as trapped, lost, disoriented, out of air, 

etc.  

 



 

4. NEEDS: such as hose line, ladder, shovels, air cylinders 

and rescue tools, etc. 

 

b. If a firefighter(s) is unable to communicate verbally, he/she should 

activate the EMERGENCY button on his/her portable radio. This 

will immediately lock the portable radio and transmit a signal into 

the Communications Center. The communications officer will 

immediately contact Command on the fire ground channel and 

provide as much information as is known in reference to the 

emergency. The firefighter(s) shall activate the alarm on his/her 

PASS device. 

 

c. If the communications officer receives notification from any other 

source (such as police units monitoring the fire frequency) that 

there may be firefighters in trouble, the Incident Commander must 

be immediately notified and a MAYDAY declared. 

 

d. Upon receipt/recognition of a MAYDAY, Command shall notify 

the Communications Center via Fire Channel 1. The 

communications officer shall immediately: 

 

1. Transmit an alert tone 

 

2. Transmit a verbal message on all Fire Department channels 

being utilized indicating that a MAYDAY has been 

declared. The Incident Commander may designate an 

alternate channel for normal fire fighting operations to 

shift; this should be included in the broadcast if designated. 

 

e. The Communications Center will immediately advise all personnel 

that all non-emergency radio traffic must cease. There should not 

be any delay in controlling the Fire Department radio channels 

once a MAYDAY has been called. Only traffic pertinent to the 

MAYAY shall be permitted on the tactical channel until a separate 

radio channel is assigned for the rescue operation (if needed). 

 

f. The Communications Center shall attempt to dedicate an additional 

communications officer dedicated to fire radio frequency during a 

MAYDAY situation. All non-emergency activity will cease on all 

fire channels, and all channels shall be monitored closely for any 

transmissions by the missing firefighter(s). 

 

g. If the missing firefighter(s) come up on a channel other than the 

tactical channel, the fire dispatcher shall remain with that 

firefighter, and shall immediately notify Command. It is essential 

that once communications have been established with the trapped 



 

or missing firefighter(s), they are not lost. 

 

h. The communications officer should expect a request for an 

additional F.A.S.T. (Firefighter Assistance Safety Team), a PAR 

(Personnel Accountability Report), and requests for additional 

EMS apparatus. 

 

i. Once the rescue is completed, the communications officer should 

sound an alert tone and announce that normal radio traffic can 

resume. 

 

D. Emergency Evacuation: When the Incident Commander deems it appropriate 

for all firefighters to evacuate the building or area of operations, he will tell 

communications that he is declaring an EMERGENCY EVACUATION. 

 

1. Communications shall sound the Evac alert tone and announce on all the 

fire frequencies being used at the scene, “All units operating at (address) 

evacuate the building/area and immediately return to your assigned 

apparatus.” The alert tone and the announcement should be repeated. 

 

2. At the announcement of an emergency evacuation, all apparatus on scene 

will blow short blasts on their air horns for at least one minute. 

Communications should expect radio communications to be difficult 

during this period. 

 

3. After an appropriate amount of time, the incident commander will conduct 

a personnel accountability report (PAR). 

 

VI. DAILY TONE AND RADIO EQUIPMENT TESTS: 

 

A. Daily Westwood Fire Tone & Radio Equipment Test: At 5:30 p.m. each 

day, the communications officer shall sound the pager for the Chief/Deputy 

Chief and the All Call and conduct a radio tone and radio equipment test. The 

test message will be as follows: 

 

“THIS IS RADIO STATION WNWS 304, THE WESTWOOD FIRE 

DEPARTMENT CONDUCTING THE 1730 RADIO AND TONE 

EQUIPMENT TEST.” 

 

B. Fire Station 1 and Fire Station 2, as well as any Westwood Fire apparatus on 

the air should respond with the quality of the transmission they received. The 

communications officer will confirm the acknowledgements from responding 

units. 

 

Any unit may conduct a radio test with Westwood Fire at any time to assure 



 

proper operation of their radio equipment. 

 

C. Daily Norwood Fire Department Radio Test: At approximately 08:15 a.m. 

each day, the Norwood Fire Department will conduct a radio test with 

Westwood Fire over the Westwood Fire Department’s primary radio 

frequency. Upon receipt of that radio test, the communications officer will 

acknowledge receipt of the radio test. 

 

D. Daily Dedham Fire Department Radio Test: At approximately 8:45 a.m. 

each day, the Dedham Fire Department will conduct a radio test over its own 

radio frequency with Westwood Fire. Upon receipt of that test, the 

communications officer will acknowledge the receipt of the radio test. 

 

E. Daily Norfolk County Control Radio Test: At approximately 9:00 a.m. each 

day, the Norfolk County Control will conduct a radio test over its own radio 

frequency with Westwood Fire. Upon receipt of that test, the communications 

officer will acknowledge the receipt of the radio test. 

 

F. Acknowledgement of Other Radio Tests: Westwood Fire will on occasion 

receive radio tests from other Fire Departments, at which time the 

communications officer will respond to those other agencies’ radio tests when 

called upon to do so. 

 

VII. ALERT TONES: 

 

A. Alert Tones Defined: Alert tones are loud tones that the Communications 

Center can send out over any of the frequencies capable of being selected 

from the communications console. An alert tone is not the same as “toning 

out” a call or a page. It is a loud repetitive noise sent over the air. They are 

used before general broadcasts on the Police Department’s frequency, and are 

used in the case of a mayday or building evacuation on the Fire Department’s 

frequency. 

 

B. Activation of Alert Tones: The alert tone is sent out on the “select” 

frequency on the communications console. The selected frequency is the 

frequency button colored green.  Any of the other available frequencies can be 

designated the “select” frequency by clicking on that frequency’s button on 

the radio console computer screen. Once the selected button is lit, the alert 

tones will be routed to that frequency. The alert tone buttons are on the top 

center right of the dispatch screen. There are three alert tones. 

 

1. Communications officers should be aware that whichever frequency is the 

select frequency it is connected to the main transmit button on the 

microphone. The select frequency should be returned to its default setting 

after sending out the alert tone. 

 



 

2. The alert tone buttons are labeled: 

a. Alert 1: This sends out a constant high tone. 

 

b. Evac:  This sends out a high/low alternating tone. This is used for 

building evacuations. 

 

c. Notification: This sends out an on/off tone, a timed beeping. This 

tone should be used for any emergency notification, declarations of 

MAYDAY, or to announce a PAR. 

 


